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Question 1
How does ERS use the VLAN tag?
A. to provide service internetworking
B. to support transparency for Layer 2 frames
C. as a connection identifier to indicate destination
D. as a mapping to the DLCI in service internetworking
E. to provide a trunk by which all VLANs can navigate from one site to one or multiple sites
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
Ethernet Relay Service (ERS): A point-to-point VLAN-based E-line service that is used primarily for establishing a pointto-point connection between customer routers
Cisco ERS is a point-to-point VLAN-based E-line service that supports service multiplexing, where multiple instances of
service or EVCs can be multiplexed onto a single customer UNI.
Service multiplexing means that many connections can be provided over one link. The multiplexed UNI supports point-topoint or point-to-multipoint connections between two or more customer-specified sites, similar to a Frame Relay service.
Instead of the data-link connection identifier (DLCI), the connection identifier in ERS is a VLAN tag. Each customer
VLAN tag is mapped to a specific Ethernet virtual connection.
ERS uses the VLAN to indicate destination. Therefore, the Ethernet service is not transparent to Layer 2 Ethernet
frames—the VLAN tag dictates destination. The ERS EVC does not act like a trunk where all VLANs go from one site to
one or multiple sites.
ERS uses different point-to-point VLANs to connect one site to other remote sites.
If multipoint connections are available, the service is referred to as an Ethernet Relay Multipoint Service (ERMS): A
multipoint-to-multipoint VLAN-based ELAN service that is used primarily for establishing a multipoint-to-multipoint
connection between customer routers.

Question 2
Which option is the Cisco recommendation for data oversubscription for access ports on the accesstodistribution uplink?
A. 4 to 1

B. 20 to 1
C. 16 to 1
D. 10 to 1
Correct Answer: B
Question 3
Which QoS mechanism uses RSVP?
A. IntServ
B. DiffServ
C. CoS
D. ToS
Correct Answer: A
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Question 4
Engineer is designing QoS for application. Which QoS architecture should he choose if application needs to have reserved
bandwidth prior to sending data?
A. Differentiated services
B. Integrated services
C. LLQ
D. ToS
Correct Answer: B
Question 5
Which path selection protocol is used by Fibre Channel fabrics?
A. IVR
B. VoQ
C. FSPF
D. VSANs
E. SANTap
Correct Answer: C Section: (none)Explanation Explanation/Reference:
Fabric Shortest Path First (FSPF) is a routing protocol used in Fibre Channel networks. It calculates the best path between
switches, establishes routes across the fabric and calculates alternate routes in event of a failure or topology change.
Question 6
What network technology provides Layer 2 high availability between the access and distribution layers?
A. HSRP
B. MEC
C. EIGRP
D. GLBP
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
Multichassis EtherChannel (MEC) is very similar to cross-stack EtherChannel in principle.
The difference is that the feature known as MEC is found on the Catalyst 6500 VSS switches. VSS is a clustering
technology that allows multiple 6500 chassis to be configured as a single logical switch. This is similar in principle to a
3750 switch stack.
For MEC to be possible, VSS must be properly configured and the switches active in the VSS cluster.
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Question 7
Refer to the exhibit. Which recommended practice is applicable?
Exhibit:
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A. If no core layer is deployed, the design will be easier to scale.
B. A dedicated campus core layer should be deployed for connecting three or more buildings.
C. If no core layer is deployed, the distribution switches should not be fully meshed
D. A dedicated campus core layer is not needed for connecting fewer than five buildings
Correct Answer: B

Question 8
Which STP feature can prevent other switches on the network from becoming the root switch, but still allow that interface
to participate in STP otherwise?
A. Root Guard
B. Loop Guard
C. BPDU Guard
D. BPDU Filter
Correct Answer: A
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Question 9
The network engineering team is interested in deploying NAC within the enterprise network to enhance security. What
deployment model should be used if the team requests that the NAC be logically inline with clients?
A. Layer 2 in-band
B. Layer 2 out-of-band
C. Layer 3 in-band
D. Layer 3 out-of-band
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/products/collateral/security/nac-appliance-clean-access/
product_data_sheet0900aecd802da1b5.html
Passing traffic mode
Virtual gateway (bridged mode)
Real IP gateway (routed mode) Client access mode
Layer 2 (client is adjacent to the Cisco NAC Server)
Layer 3 (client is multiple hops from the Cisco NAC Server) Traffic flow model
In-band (Cisco NAC Server is always in-line with user traffic)
Out-of-band (Cisco NAC Server is in-line only during authentication, posture assessment,andremediation)
https://www.cisco.com/c/en/us/products/collateral/security/nac-appliance-clean-access/ prod_qas0900aecd802da200.html
Q. Does an in-band deployment require the placement of multiple Cisco NAC Servers at the access layer? A. No. The
Server is logically in-line, not physically. This permits the placement of the Server at the core. So, logically = layer 3 and
inline = in-band
Question 10
A company has hired an entry-level network administrator for its new data center. The company CIO wants to give the
administrator limited access on the newly configured Cisco Nexus 7000. Which feature should be used to allow limited
access?
A. NAC
B. VDC
C. RBAC
D. vPC
Correct Answer: C Section: (none)Explanation
Explanation/Reference:

Role-based access control (RBAC) is a method of regulating access to computer or network resources based on the roles
of individual users within an enterprise. In this context, access is the ability of an individual user to perform a specific
task, such as view, create, or modify a file.
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Question 11
Which three of these are major scaling, sizing, and performance considerations for an IPsec design? (Choose three.)
A. connection speed
B. number of remote sites
C. features to be supported
D. types of devices at the remote site
E. whether packets are encrypted using 3DES or AES
F. number of routes in the routing table at the remote site
Correct Answer: ABC
Question 12
When a Cisco ASA adaptive security appliance is configured for active/standby failover, which MAC address is used for
the active unit?
A. the MAC address of the primary unit
B. the MAC address of the secondary unit
C. the virtual MAC address
D. the standby MAC address
Correct Answer: A
Question 13
Which one of these could you implement to sustain a large DDoS attack?
A. Stateful firewall
B. uRPF
C. Connections limits and timeouts
D. Access-lists
Correct Answer: C

Question 14
A company needs to configure a new firewall and have only one public IP address to use in this firewall. The engineer
need to configure the firewall with NAT to handle inbound traffic to the mail server in addition to internet outbound
traffic. Which options could he use ? (Choose Two)
A. Static NAT for inbound traffic on port 25
B. Dynamic NAT for outbound traffic
C. Static NAT for outbound traffic on port 25
D. Dynamic NAT for inbound traffic
E. NAT overload for outbound traffic
F. NAT overload for inboud traffic on port 25
Correct Answer: AE
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Question 15
Why is QoS important for in-band management?
A. It supports remote management when traffic volume is high.
B. It supports proper routing
C. It supports network security against DoS attacks and worm outbreaks
D. It supports network redundancy
Correct Answer: A

Question 16
Refer to the exhibit. Based on the configuration, why are routers R1 and R2 not exchanging OSPF routes?
Exhibit:
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A. The OSPF process numbers are different.
B. There is no backbone area configured.
C. The router IDs are different.
D. OSPF is not enabled on the interfaces.
Correct Answer: B

Question 17
A customer with a single Cisco Adaptive Security Appliance wants to separate multiple segments of the ecommerce
network to allow for different security policies. What firewall technology accommodates these design requirements?
A. virtual contexts
B. private VLANs
C. admission control
D. virtual private network
Correct Answer: A
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Question 18
Which security feature can help prevent spoofed packets on the network?
A. uRPF
B. ACLs
C. DAI
D. DHCP spoofing
Correct Answer: A Section: (none)Explanation Explanation/Reference:
Role-based access control (RBAC) is a method of regulating access to computer or network resources based on the roles
of individual users within an enterprise. In this context, access is the ability of an individual user to perform a specific
task, such as view, create, or modify a file.
uRPF is a security feature that prevents these spoofing attacks. Whenever your router receives an IP packet it will check if
it has a matching entry in the routing table for the source IP address. If it doesn't match, the packet will be discarded.
uRPF has two modes:
Strict mode - means that that router will perform two checks for all incoming packets on a certain interface:
Do I have a matching entry for the source in the routing table? Do I use the same interface to reach this source as where I
received this packet on?
When the incoming IP packets passes both checks, it will be permitted. Otherwise it will be dropped. This is perfectly fine
for IGP routing protocols since they use the shortest path to the source of IP packets. The interface that you use to reach
the source will be the same as the interface where you will receive the packets on. Here's an illustration to demonstrate
this:

R1 has installed network 2.2.2.0 /24 in its routing table and in order to reach this network it will use the FastEthernet 0/0
interface. Suddenly this router receives an IP packet with source IP address 2.2.2.2 on both of its interfaces. The one it

receives on the FastEthernet 0/0 will be accepted but the packet on the FastEthernet 0/1 interface will be dropped because
this is not the interface we use to reach this source.
Loose mode - means that the router will perform only a single check when it receives an IP packet on an interface:
Do I have a matching entry for the source in the routing table?
When it passed this check, the packet is permitted. It doesn't matter if we use this interface to reach the source or not.
Loose mode is useful when you are connected to more than one ISP and you use asymmetric routing.The only exception
is the null0 interface, if you have any sources with the null0 interface as the outgoing interface then the packets will be
dropped.
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Question 19
Which technology allows centralized storage services to be shared across different VSANs?
A. IVR
B. FSPF
C. FICON
D. SANTap
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
IVR = InterVSAN Routing
Virtual SANs (VSANs) improve storage area network (SAN) scalability, availability, and security by allowing multiple
Fibre Channel SANs to share a common physical infrastructure of switches and ISLs. These benefits are derived from the
separation of Fibre Channel services in each VSAN and isolation of traffic between VSANs.
Data traffic isolation between the VSANs also inherently prevents sharing of resources attached to a VSAN, such as
robotic tape libraries. Using IVR, you can access resources across VSANs without compromising other VSAN benefits.
Question 20
Which of the following is a recommended practice of a data center core?
A. Server-to-server traffic always remains in the core layer
B. The core infrastructure should be in Layer 3.
C. Core layer should run BGP along with an IGP because iBGP has a lower administrative distance than any IGP
D. The Cisco Express Forwarding hashing algorithm is the default, based on the IP address and Layer 4 port
Correct Answer: B
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Question 21
Which two statements about both FCIP and iSCSI are correct? (Choose two.)
A. They support file-level storage for remote devices.
B. They require high throughput with low latency and low jitter
C. Their purpose is to provide connectivity between host and storage
D. They support block-level storage for remote devices
E. Their purpose is to provide connectivity between separate wide-area SANs
Correct Answer: DE Section: (none)Explanation
Explanation/Reference:
Fibre Channel over IP (FCIP or FC/IP, also known as Fibre Channel tunneling or storage tunneling) is an Internet
Protocol (IP) created by the Internet Engineering Task Force (IETF) for storage technology.
An FCIP entity functions to encapsulate Fibre Channel frames and forward them over an IP network. FCIP entities are
peers that communicate using TCP/IP.
FCIP technology overcomes the distance limitations of native Fibre Channel, enabling geographically distributed storage
area networks to be connected using existing IP infrastructure, while keeping fabric services intact. The Fibre Channel
Fabric and its devices remain unaware of the presence of the IP Network.
iSCSI, which stands for Internet Small Computer System Interface, works on top of the Transport Control Protocol (TCP)
and allows the SCSI command to be sent end-to-end over local-area networks (LANs), wide-area networks (WANs) or
the Internet.
iSCSI works by transporting block-level data between an iSCSI initiator on a server and an iSCSI target on a storage
device. The iSCSI protocol encapsulates SCSI commands and assembles the data in packets for the TCP/IP layer. Packets
are sent over the network using a point-to-point connection. Upon arrival, the iSCSI protocol disassembles the packets,
separating the SCSI commands so the operating system (OS) will see the storage as a local SCSI device that can be
formatted as usual. Today, some of iSCSI's popularity in small to midsize businesses (SMBs) has to do with the way
server virtualization makes use of storage pools. In a virtualized environment, the storage pool is accessible to all the hosts
within the cluster and the cluster nodes nodes communicate with the storage pool over the network through the use of the
iSCSI protocol.
Question 22
An engineer have to design a multicast domain for some application. This multicast network should be secured. Which
option should he take ?
A. ASM with an addressing of 224.0.0.0/8
B. ASM with an addressing of 232.0.0.0/8

C. SSM with an addressing of 224.0.0.0/8
D. SSM with an addressing of 232.0.0.0/8
Correct Answer: D Section: (none) Explanation
Explanation/Reference:
Source-specific multicast (SSM) is a method of delivering multicast packets in which the only packets that are delivered
to a receiver are those originating from a specific source address requested by the receiver. By so limiting the source,
SSM reduces demands on the network and improves security.
SSM destination addresses must be in the ranges 232.0.0.0/8 for IPv4. For IPv6 current allowed SSM destination
addresses are specified by FF3x::/96 though the allocation may be extended in the future so receivers and network
equipment should treat any FF3x::/32 address as SSM.
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Question 23
A network administrator wants to provide high availability in a data center environment by making sure that there is no
reconvergence of Layer 2 and Layer 3 protocols when there is a Layer 3 switch failure.
Which Cisco Nexus feature fulfills this purpose?
A. ISSU
B. VSS
C. vPC
D. MEC
Correct Answer: C Section: (none) Explanation
Explanation/Reference:
vPC (Virtual Port-Channel), also known as multichassis EtherChannel (MEC) is a feature on the Cisco Nexus switches
that provides the ability to configure a PortChannel across multiple switches (i.e vPC peers).
vPC is similar to Virtual Switch System (VSS) on the Catalysts 6500s. However the key difference between vPC and VSS
is that VSS creates a single logical switch. This results in a single control plane for both management and configuration
purposes. Whereas with vPC each Nexus switch (vPC) is managed and configured independently.
It is important to remember that with vPC both switches are managed independently. In turn meaning you will need to
create and permit your VLANs on both Nexus`s switches.
COMPONENTS
vPC consists of the following components. Below shows an example diagram showing vPC key components,

Lets look at each of the vPC components,
vPC Domain - Includes the vPC Peers, KeepAlive Links and the PortChannels that use the vPC technology. vPC Peer
Switch - The other switch within the vPC domain. Each switch is connected via the vPC peer link. Its also worth noting
that one device is selected as primary and the other secondary. vPC Member Port - Ports included within the vPCs. vPC
Peer Keepalive Link - Connects both vPC peer switches and carries monitoring traffic to/from each peer switch.
Monitoring is performed to ensures the switch(s) is both operational and running vPC. vPC Peer Link - Connects both
vPC peer switches. And carries BPDUs, HSRPs, and MAC addresses to its vPC peer. In the event of vPC member port
failure it also carries unicast traffic to the peer switch. Orphan Port - An orphan port is a port that is configured with a vPC

VLAN (i.e a VLAN that is carried over the vPC peer link) and is not configured as a vPC member port.
Question 24
Which STP enhancement can be configured on Layer 2 ports between distribution layer switches?
A. LoopGuard
B. PortFast
C. UplinkFast
D. RootGuard
Correct Answer: A
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Question 25
Which three statements about 802.1X are true? (Choose three)
A. It is IEEE standard
B. It can allow and deny port access based on device identity
C. It works only with wired device
D. It can allow and deny port access based on user identity
Correct Answer: ABD Section: (none)Explanation
Explanation/Reference:
IEEE 802.1X is an IEEE Standard for port-based Network Access Control (PNAC). It is part of the IEEE
802.1 group of networking protocols. It provides an authentication mechanism to devices wishing to attach to a LAN or
WLAN.
802.1X authentication involves three parties: a supplicant, an authenticator, and an authentication server.
The supplicant is a client device (such as a laptop) that wishes to attach to the LAN/WLAN. The term 'supplicant' is also
used interchangeably to refer to the software running on the client that provides credentials to the authenticator.
The authenticator is a network device, such as an Ethernet switch or wireless access point; and the authentication server is
typically a host running software supporting the RADIUS and EAP protocols. In some cases, the authentication server
software may be running on the authenticator hardware.

Question 26
Which type of application traffic typically requires prioritization across networks and may use a DSCP value of 34
(AF41)?
A. voice
B. interactive video
C. call signaling
D. routing
E. streaming video
F. network management
Correct Answer: B
Question 27
Which two physical components can enable high availability on a Cisco 6500 device? (Choose two.)
A. dual supervisor modules
B. bundled Ethernet Interconnects
C. line modules with DFCs
D. redundant power supplies

E. VSS interlink cables
Correct Answer: AD
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Question 28
A company's virtualization team wants to transfer control of network switching and policy management for VMware
virtual servers to the networking team. What Cisco network virtualization solution should be implemented?
A. Unified Computing System
B. Nexus distributed virtual switch
C. virtual network agent
D. Nexus unified fabric switch
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
Nexus 1000v
Question 29
An engineer is attempting to improve OSPF network performance and discovers that the entire SPT recomputes whenever
a type 1 or type 2 LSA is received within an area. Which action can optimize SPT operations?
A. Tune LSA throttling thresholds
B. Enable incremental SPF
C. Configure totally stubby areas throughout the domain
D. Summarize networks on all ABRs
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/ios/12_0s/feature/guide/ospfispf.html#wp1027184
"Benefits of OSPF Incremental SPF OSPF uses Dijkstra's SPF algorithm to compute the shortest path tree (SPT). During
the computation of the SPT, the shortest path to each node is discovered. The topology tree is used to populate the routing
table with routes to IP networks. When changes to a Type-1 or Type-2 link-state advertisement (LSA) occur in an area,
the entire SPT is recomputed. In many cases, the entire SPT need not be recomputed because most of the tree remains
unchanged. Incremental SPF allows the system to recompute only theaffected part of the tree. Recomputing only a portion
of the tree rather than the entire tree results in faster OSPF convergence and saves CPU resources. Note that if the change
to a Type-1 or Type-2 LSA occurs in the calculating router itself, then the full SPT is performed.
Incremental SPF is scheduled in the same way as the full SPF. Routers enabled with incremental SPF and routers not
enabled with incremental SPF can function in the same internetwork."
Question 30
Which of these statements best describes VPLS?
A. Neither broadcast nor multicast traffic is ever flooded in VPLS
B. Multicast traffic is flooded but broadcast traffic is not flooded in VPLS
C. VPLS emulates an Ethernet switch, with each EMS being analogous to a VLAN
D. Because U-PE devices act as IEEE 802.1 devices, the VPLS core must use STP
E. When the provider experiences an outage, IP re-routing restores PW connectivity and MAC re-learning is needed.
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
Virtual Private LAN Service (VPLS) is a way to provide Ethernet-based multipoint to multipoint communication over IP
or MPLS networks. It allows geographically dispersed sites to share an Ethernet broadcast domain by connecting sites
through pseudowires.
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Question 31
A company requires redundancy for its multihomed BGP external connections. What two features can be configured on
the WAN routers to automate failover for both outbound and inbound traffic? (Choose two.)
A. AS path prepending
B. local preference
C. floating static route
D. HSRP
E. MED
F. weight
Correct Answer: AB
Question 32
Which two VPN solutions extend the routing capabilities of basic IPsec VPNs? (Choose two.)
A. GRE
B. NVI
C. DES
D. VTI
E. AES

Correct Answer: AD Section: (none)Explanation
Explanation/Reference:
Generic Routing Encapsulation (GRE) is a tunneling protocol developed by Cisco Systems that encapsulates a wide
variety of network layer protocols inside virtual point-to-point links over an Internet Protocol internetwork.
Traffic Encryption with the IPsec Virtual Tunnel Interface. When an IPsec VTI is configured, encryption occurs in the
tunnel. Traffic is encrypted when it is forwarded to the tunnel interface. Traffic forwarding is handled by the IP routing
table, and dynamic or static routing can be used to route traffic to the SVTI.
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Question 33
What is one reason to implement Control Plane Policing?
A. allow OSPF routing protocol to advertise routes
B. protect the network device route processor from getting overloaded by rate limiting the incoming control plane packets
C. allow network devices to generate and receive packets
D. protect the data plane packets
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
Control Plane Policing (CoPP) is a Cisco IOS-wide feature designed to allow users to manage the flow of traffic handled
by the route processor of their network devices.
Question 34
NBAR is deployed on the network as part of network optimization. Which technology is critical to recognize new
applications on the network?
A. PDLM
B. ACLs
C. code upgrade
D. additional licenses
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
also known as" Packet Description Language Modules"
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/15-mt/qos-nbar-15-mt-book/ nbarapp- recogmods.html
Adding application recognition modules (also known as Packet Description Language Modules [PDLMs]) is an optional
process. However, adding PDLMs extends the functionality of Network-Based Application Recognition (NBAR) by
enabling NBAR to recognize additional protocols on your network.
Question 35
Which unique EIGRP feature allows for faster Layer 3 convergence?
A. fast EIGRP timers
B. feasible successors
C. hybrid routing protocol
D. Cisco proprietary protocol
Correct Answer: B
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Question 36
Which two ways to manage scalability issues inside an IBGP domain with 20 or more routers are recommended? (Choose
two.)
A. Configure route reflectors
B. Use OSPF instead of EIGRP as an underlying routing protocol
C. Create a full mesh at Layer 1.
D. Configure confederations
E. Configure static routes between all routers.
Correct Answer: AD
Question 37
You need to design a network with a summary segment that supports up to 15 IP segments and all segments must be /24?
A. /20
B. /21
C. /18
D. /19
Correct Answer: A
Question 38
What is the correct state between two BGP peers that are neighbors?
A. active
B. operational

C. established
D. up
Correct Answer: C
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Question 39
Which two options are advantages of having a modular design instead of an EOR design in a data center? (Choose two.)
A. cooling constraints
B. cable bulk
C. decreased STP processing
D. redundancy options
E. cost minimization
F. low-skilled manager
Correct Answer: AB Section: (none) Explanation
Explanation/Reference:
"There are some disadvantages with EOR designs:
Cable bulk: More cabling needs to be routed and managed.
Cooling constraints: The cable bulk at the cabinet floor entry can be difficult to manage and can block cool airflow."
-> So these are advantages of modular design. (Less cooling constraints and no cable bulk)
NOTE for your learnings:
"There are several advantages with EOR designs:
Decreased management complexity: There are fewer devices to manage, which makes this task less complex.
Decreased STP processing: With fewer devices in the Layer 2 infrastructure and significantly fewer uplinks, there is less
impact on STP processing.
Redundancy options: Redundant switch power and CPUs can be supported on modular switches."
Question 40
When designing the routing for an Enterprise Campus network it is important to keep which of the following route
filtering aspects in mind?
A. Filtering is only useful when combined with route summarization
B. It is best to filter (allow) the default and summary prefixes only in the Enterprise Edge to remote sites or site-to-site
IPsec VPN networks
C. IGPs (for example EIGRP or OSPF) are superior to route filtering in avoiding inappropriate transit traffic through
remote nodes or inaccurate or inappropriate routing updates
D. The primary limitation of router filtering is that it can only be applied on outbound updates
Correct Answer: B

Question 41
What is the primary benefit of implementing Virtual Device Contexts on Nexus hardware In a multi-tenant environment?
A. resource isolation
B. software partitioning
C. resource allocation
D. granular monitoring
Correct Answer: A
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Question 42
Which QoS architecture provides scalability of implementation?
A. IntServ
B. DiffServ
C. LLQ
D. RSVP
Correct Answer: B

Question 43
Which option is correct when using VSS to combine two physical switches into one logical switch? (Choose two)
A. Both data planes forward traffic simultaneously
B. Only one data plane forwards traffic, while the other data plane is on standby
C. Both control planes forward traffic simultaneously
D. Control planes are combined into one virtual control plane
Correct Answer: AD Section: (none)Explanation
Explanation/Reference:
A VSS is network system virtualization technology that pools multiple Cisco ® Catalyst ® 6500 Series Switches into one
virtual switch, increasing operational efficiency, boosting nonstop communications, and scaling system bandwidth
capacity to 1.4 Tbps.
Question 44

Uplink floating state ( up and down ) .what you can do to solve this problem ?
A. route summary
B. Cisco Express Forwarding
C. BFD
D. UDLD
Correct Answer: A
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Question 45
Which of these is a recommended practice with trunks?
A. use ISL encapsulation
B. use 802.1q encapsulation
C. set ISL to desirable and auto with encapsulation negotiate to support ISL protocol negotiation
D. use VTP server mode to support dynamic propagation of VLAN information across the network
Correct Answer: B

Question 46
Which option is used as a top-of-rack device that is managed by its parent device, providing ease of management?
A. Cisco Nexus 2000
B. Cisco Nexus 5000
C. Cisco Nexus 7000
D. Cisco Nexus 9000
Correct Answer: A
Question 47
Which two statements about Layer 3 access designs are correct? (Choose two.)
A. IP address space is difficult to manage
B. Broadcast and fault domains are increased
C. Convergence time is fractionally slower than STP
D. Limits on clustering and NIC teaming are removed
E. Fast uplink convergence is supported for failover and fallback
Correct Answer: AE
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Question 48
Which option is a common cause of congestion found in a campus network?
A. input serialization delay
B. output serialization delay
C. Rx-queue starvation
D. Tx-queue starvation
Correct Answer: D Section: (none)Explanation
Explanation/Reference:
As shown in Figure 44, Tx-Queue starvation occurs when incoming packets are serialized faster than outgoing packets.
Packets are queued as they wait to serialize out onto the slower link.

Question 49
Which four Cisco proprietary Spanning Tree Protocol enhancements are supported with rapid per-VLAN Spanning-Tree
plus? (Choose four.)
A. PortFast
B. UplinkFast
C. loop guard
D. root guard
E. BPDU guard
F. BackboneFast
Correct Answer: ACDE
Question 50
Which technology is an example of the need for a designer to clearly define features and desired performance when
designing advanced WAN services with a service provider?
A. FHRP to remote branches

B. Layer 3 MPLS VPNs secure routing
C. Control protocols (for example Spanning Tree Protocol) for a Layer 3 MPLS service
D. Intrusion prevention, QoS, and stateful firewall support network wide
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
This answer is an example that show that the designer did not clearly defined his needs because the SP gave a L3 service
when L2 was needed.
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Question 51
Which two options are storage topologies? (Choose two.)
A. WAS
B. DAS
C. CAS
D. NAS
Correct Answer: BD Section: (none) Explanation
Explanation/Reference: Direct Attached Storage (DAS)
DAS is the traditional method of locally attaching storage devices to servers via a direct communication path between the
server and storage devices. As shown in Figure 1, the connectivity between the server and the storage devices are on a
dedicated path separate from the network cabling. Access is provided via an intelligent controller. The storage can only be
accessed through the directly attached server. This method was developed primarily to address shortcomings in drive-bays
on the host computer systems. When a server needed more drive space, a storage unit was attached. This method also
allowed for one server to mirror another. The mirroring functionality may also be accomplished via directly attached
server to server interfaces.

Network Attached Storage (NAS)
NAS is a file-level access storage architecture with storage elements attached directly to a LAN. It provides file access to
het erogeneous computer systems. Unlike other storage systems the storage is accessed directly via the network as shown
in Figure 2. An additional layer is added to address the shared storage files. This system typically uses NFS (Network File
System) or CIFS (Common Internet File System) both of which are IP applications. A separate computer usually acts as
the "filer" which is basically a traffic and security access controller for the storage which may be incorporated into the unit
itself. The advantage to this method is that several servers can share storage on a separate unit. Unlike DAS, each server
does not need its own dedicated storage which enables more efficient utilization of available storage capacity. The servers
can be dif ferent platforms as long as they all use the IP protocol.
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Question 52
Which practice is recommended when designing scalable OSPF networks?
A. Maximize the number of routers in an area
B. Minimize the number of ABRs
C. Minimize the number of areas supported by an ABR
D. Maximize the number of router adjacencies
Correct Answer: C
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Question 53
Which authentication framework is used in wireless networks and point-to-point connections?
A. EAP
B. L2TP
C. TKIP
D. PPP
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
Extensible Authentication Protocol, or EAP, is an authentication framework frequently used in wireless networks and
point-to-point connections. It is defined in RFC 3748, which made RFC 2284 obsolete, and is updated by RFC 5247.
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Question 54
An engineer is designing a QoS architecture for a small organization and must meet these requirements:
*Guarantees resources for a new traffic flow prior to sending *Polices traffic when the flow does not conform Which QoS
architecture model will accomplish this?
A. auto quality of service
B. modular quality of service
C. differentiated services
D. integrated services
Correct Answer: D
Question 55
OTV relies on which underlying protocol?
A. EIGRP
B. IS-IS
C. OSPF
D. BGP
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
OTV(Overlay Transport Virtualization) is a technology that provide layer2 extension capabilities between different data
centers. In its most simplest form OTV is a new DCI (Data Center Interconnect) technology that routes MAC-based
information by encapsulating traffic in normal IP packets for transit.
Overlay Transport Virtualization (OTV) on the Nexus 7000 is an industry-first technology that significantly simplifies
extending Layer 2 applications across distributed data centers. You can now deploy Data Center Interconnect (DCI)
between sites without changing or reconfiguring your existing network design.
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Question 56
What are two benefits of using 6to4 as an IPv6 transition method? (Choose two.)
A. 6to4 tunnels allow isolated IPv6 domains to be remotely connected over IPv4 networks.
B. Manual configuration (scalability) is easier
C. Point-to-multipoint automatic tunneling (automatic 6to4) is available
D. An infinite number of address spaces are allocated to an IPv6 subnet
E. Globally unique IPv4 addresses are not required
Correct Answer: AC

Question 57
When considering the design of the E-Commerce topology which of the following are true?
A. One-armed SLB design with multiple security contexts removes the need for a separate firewall in the core layer
B. Two-firewall-layer SLB design considers the aggregation and access layers to be trusted zones, requiring no security
between the web, application, and database zones
C. One-armed SLB design with two firewall layers ensures that non load-balanced traffic still traverses the ACE so that
the health and performance of the servers is still being monitored
D. In all cases there will be configuration requirements for direct access to any servers or for non load-balanced sessions
initiated by the servers
Correct Answer: A
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Question 58
Which of these Layer 2 access designs does not support VLAN extensions?
A. FlexLinks
B. loop-free U
C. looped square
D. looped triangle
E. loop-free inverted U
Correct Answer: B Section: (none)Explanation Explanation/Reference:
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The table in Figure 6-1 contains the following column headings:
Uplinks in blocking or standby state—Some access layer designs can use both uplinks (active-active), while others have
one link active and the other blocked on a per-VLAN basis by spanning tree, or completely unused in a backup mode
only. A plus is given to those models that have both uplinks active.
VLAN extension across the access layer—A plus is given to those access design models that permit a VLAN to be
extended to all access switches that are connected to a common aggregation module.
Service module black holing—An uplink failure on the access layer switch could break connectivity between the servers
and the service modules being used.
Single attached server black holing—If an access switch has a single uplink, it could be a large failure exposure point.
Uplinks that use Distributed EtherChannel can reduce the chances of black holing. Server load balancing to a VIP that
includes servers physically connected across multiple access switches is another technique that can be used, as well as
server NIC teaming.
Access switch density per aggregation module—When 10GE uplinks are used, port density at the aggregation layer can be
a challenge. Some access layer designs permit a larger number of access layer switches per aggregation module than
others.
Inter-switch link bandwidth scaling—Some access layer designs send all traffic towards the primary root aggregation
switch, while other designs send traffic towards both aggregation switches. When sending to both aggregation switches,
50 percent of the traffic typically passes over the inter-switch link to reach the active HSRP default gateway and active
service module pair. The amount of bandwidth used for the inter-switch links becomes very important in these designs
and can create scaling challenges.
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DC_Infra2_5/DCInfra_6.html
Question 59
"High Availability and Cisco NSF with SSO The main objective in building a highly available data center network design
is to avoid TCP session breakage while providing convergence that is unnoticeable, or as fast as possible. Cisco nonstop
forwarding (NSF) with stateful switchover (SSO) are supervisor redundancy mechanisms that provide intrachassis SSO at
Layers 2 to 4."
QUESTION NO: 161 When designing remote access to the Enterprise Campus network for teleworkers and mobile
workers, which of the following should the designer consider?
A. It is recommended to place the VPN termination device in line with the Enterprise Edge firewall, with ingress traffic
limited to SSL only
B. Maintaining access rules, based on the source IP of the client, on an internal firewall drawn from a headend RADIUS

server is the most secure deployment
C. VPN Headend routing using Reverse Route Injection (RRI) with distribution is recommended when the remote user
community is small and dedicated DHCP scopes are in place
D. Clientless SSL VPNs provide more granular access control than SSL VPN clients (thin or thick), including at Layer7
Correct Answer: D
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Question 60
Which VPN technology supports dynamic creation of spoke-to-spoke VPN tunnels to provide a scalable design?
A. IPsec
B. GRE over IPsec
C. DMVPN
D. GRE
Correct Answer: C Section: (none) Explanation
Explanation/Reference:
A dynamic multipoint virtual private network (DMVPN) is a secure network that exchanges data between sites without
needing to pass traffic through an organization's headquarter virtual private network (VPN) server or router.

Direct spoke-to-spoke deployments provide a number of advantages when compared to traditional VPN deployments:
-Traffic between remote sites does not need to traverse the hub (headquarter VPN router).
-A DMVPN deployment eliminates additional bandwidth requirements at the hub.
- DMVPNs eliminate additional network delays.
- DMVPNs conserve WAN bandwidth.
- They lower costs for VPN circuits.
- They increase resiliency and redundancy.
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Question 61
Which statement about vPC technology is true?
A. It allows a device to connect to two separate upstream devices as if they were a single device
B. It provides the ability to pair two servers in the data center
C. It promotes better STP designs in the switching infrastructure
D. It supports IEEE 802.1Q
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
A virtual PortChannel (vPC) allows links that are physically connected to two different Cisco Nexus™ 5000 Series
devices to appear as a single PortChannel to a third device. The third device can be a Cisco Nexus 2000 Series Fabric
Extender or a switch, server, or any other networking device.

Question 62
A campus network in a switch block design requires redundant distribution switches, load sharing across uplinks, a loopfree topology, and only one gateway IP address per VLAN.
Which switching technology meets all of the requirements?
A. HSRP
B. VSS
C. Spanning Tree Protocol
D. EtherChannel
Correct Answer: B Section: (none) Explanation
Explanation/Reference: Virtual Switching System (VSS)
A VSS is network system virtualization technology that pools multiple Cisco ® Catalyst ® 6500 Series Switches into one
virtual switch, increasing operational efficiency, boosting nonstop communications, and scaling system bandwidth
capacity to 1.4 Tbps. At the initial phase, a VSS will allow two physical Cisco Catalyst 6500 Series Switches to operate as
a single logical virtual switch called a virtual switching system 1440 (VSS1440). (See Figure 1.)
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Question 63
A campus network utilizes EIGRP to connect to several remote branch offices. Which configuration should be established
on all branch routers to improve routing scalability and performance?
A. Configure authentication between the campus and branch offices
B. Enable stub routing on all branch routers
C. Adjust EIGRP k-values to utilize delay
D. Utilize offset lists to direct traffic more efficiently
Correct Answer: B
Question 64
Which protocol does VPLS use to tunnel layer 2 ethernet frames?
A. MPLS
B. L2TPv3
C. L2TPv1
D. VXLAN
Correct Answer: A

Question 65
A network engineer is designing an address plan based on network applications. Which application presents the greatest
need for its own address block?
A. IP telephony
B. management
C. multicast
D. physical security
Correct Answer: A
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Question 66
Addressing QoS design in the Enterprise Campus network for IP Telephony applications means what?
A. It is critical to identify aggregation and rate transition points in the network, where preferred traffic and congestion
QoS policies should be enforced
B. Suspect traffic should be dropped closest to the source, to minimize wasting network resources
C. An Edge traffic classification scheme should be mapped to the downstream queue configuration
D. Applications and Traffic flows should be classified, marked and policed within the Enterprise Edge of the Enterprise
Campus network
Correct Answer: A
Question 67
Which of these statements is correct regarding Stateful Switchover and Cisco Nonstop Forwarding?
A. Utilizing Cisco NSF in Layer 2 environments can reduce outages to one to three seconds
B. Utilizing SSO in Layer 3 environments can reduce outages to one to three seconds
C. Distribution switches are single points of failure causing outages for the end devices
D. Utilizing Cisco NSF and SSO in a Layer 2 environment can reduce outages to less than one second
E. NSF and SSO with redundant supervisors have the most impact on outages at the access layer.
Correct Answer: E
Question 68
What QoS technology allows traffic to pass even though it has exceeded the bandwidth limit but will be queued later?
A. Shaping

B. Policing
C. Weighted Fair Queuing
D. Low Latency Queuing
Correct Answer: A
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Question 69
Which of the following facts must be considered when designing for IP telephony within an Enterprise Campus network?
A. Because the IP phone is a three-port switch, IP telephony extends the network edge, impacting the Distribution layer.
B. Video and voice are alike in being bursty and bandwidth intensive, and thus impose requirements to be lossless, and
have minimized delay and jitter
C. IP phones have no voice and data VLAN separation, so security policies must be based on upper layer traffic
characteristics.
D. Though multi-VLAN access ports are set to dot1q and carry more than two VLANs they are not trunk ports.
Correct Answer: D Section: (none) Explanation
Explanation/Reference:
Well, it seems there are no good answers.
-> Multi-VLAN can carry exactly 2 Vlans, not more. -> IP Phones have Vlan separation. The answer could be true if they
were talking about SOFT phones. -> Voice is not bandwidth intensive. -> IP phones is a 3-port switch and it extends the
network edge but it impacts the access layer, not the distribution..
Question 70
Which option does best practice dictate for the maximum number of areas that an OSPF router should belong to for
optimal performance?
A. 1
B. 2
C. 3
D. 4
E. 5
Correct Answer: C

Question 71
A company uses site-to-site IPsec VPN tunnels established over the public internet as a backup to its private WAN. The
interoffice IP telephony service quality is degraded when a failover event occurs. What known design limitation can cause
this issue?
A. maximum headend router throughput
B. circuit bandwidth
C. transport reliability
D. number of remote sites
Correct Answer: C
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Question 72
Support of vPC on the Cisco Nexus 5000 access switch enables various new design options for the data center Access
layer, including which of the following?
A. The vPC peer link is not required for Access layer control traffic, and can instead be used to span VLANs across the
vPC access switches
B. A single switch can associate per-interface with more than one vPC domain
C. vPC can be used on both sides of the MEC, allowing a unique 16-link EtherChannel to be built between the access and
aggregation switches
D. Allows an EtherChannel between a server and a access switch while still maintaining the level of availability that is
associated with dual-homing a server to two different access switches
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
A virtual PortChannel (vPC) allows links that are physically connected to two different Cisco Nexus™ 5000 Series
devices to appear as a single PortChannel to a third device. The third device can be a Cisco Nexus 2000 Series Fabric
Extender or a switch, server, or any other networking device.
Question 73
A network design engineer has been asked to reduce the size of the SPT on an IS-IS broadcast network.
Which option should the engineer recommend to accomplish this task?
A. Configure the links as point-to-multipoint
B. Configure QoS in all links
C. Configure a new NET address
D. Configure the links as point-to-point
Correct Answer: D Section: (none) Explanation
Explanation/Reference:

A shortest-path tree (SPT) is calculated by each IS, and from this SPT the routing table is built.
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Question 74
Which statement is correct regarding NBAR and NetFlow?
A. NetFlow uses five key fields for the flow.
B. NBAR examines data in Layers 3 and 4.
C. NetFlow examines data in Layers 3 and 4.
D. NBAR examines data in Layers 2 through 4.
E. NetFlow examines data in Layers 2 through 4.
Correct Answer: C Section: (none) Explanation
Explanation/Reference: Network Based Application Recognition (NBAR) is the mechanism used by some Cisco routers
and switches to recognize a dataflow by inspecting some packets sent. NetFlow is a feature that was introduced on Cisco
routers that provides the ability to collect IP network traffic as it enters or exits an interface.
Netflow works between 3 and 4
Layer Flexible Netflow workd from Layer 2 to 7 inspect payload
NBAR works 3 to 7
Specifically, a flow is defined by the combination of the following seven key fields: Source IP address Destination IP
address Source port number Destination port number Layer 3 protocol type Type of service (ToS) Input logical interface
Question 75
Which Cisco NAC Appliance design is the most scalable in large Layer 2-to-distribution implementation?
A. Layer 2 out-of-band
B. Layer 2 in-band
C. Layer 3 out-of-band
D. Layer 3 in-band
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/ch08.html
"Layer 2 In-Band Designs The Layer 2 in-band topology is the most common deployment option. [...] This is the most
scalable design in large L2-to-distribution environments, because this design can be transparently implemented in the
existing network supporting multiple access layer switches. It supports all network infrastructure equipment. The Cisco
NAS supports per- user ACLs."
Question 76
Which three statements about zoning are correct? (Choose three.)
A. Zoning increases security
B. DNS queries are used for software zoning
C. Software zoning is more secure than hardware zoning
D. When using zones and VSANs together, the zone is created first
E. Zoning requires that VSANs be established before it becomes operational
Correct Answer: ABE
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Question 77
Which VRF component ensures control plane separation between the different Layer 3 VPNs?
A. FIB
B. routing protocol instance
C. RIB
D. a subset of the router interfaces
Correct Answer: B

Question 78
An engineer is designing a multi-tenant network that requires separate management access and must share a single
physical firewall. Which two features support this design? (Choose 2)
A. Site-to-Site VPN
B. dynamic routing protocols
C. multicast routing
D. threat detection
E. quality of service
F. unified communications
Correct Answer: AE
Question 79
Which virtualization technology uses Layer 3 BFD to detect network failure between Network devices?
A. Cisco Fabric path
B. VXLAN

C. VSAN
D. VLAN
Correct Answer: A Section: (none) Explanation
Explanation/Reference:Bidirectional Forwarding Detection (BFD) is a detection protocol designed to provide fast
forwarding path failure detection times for all media types, encapsulations, topologies, and routing protocols. In addition
to fast forwarding path failure detection, BFD provides a consistent failure detection method for network administrators.
Bidirectional Forwarding Detection (BFD) is a network protocol used to detect faults between two forwarding engines
connected by a link.
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Question 80
EIGRP uses which algorithm to build a routing table?
A. Dijkstra's algorithm
B. Floyd-Warshall algorithm
C. Diffusing Update Algorithm
D. Johnson's algorithm
Correct Answer: C Section: (none) Explanation
Explanation/Reference: Dijkstra's algorithm is an algorithm for finding the shortest paths between nodes in a graph, which
may represent, for example, road networks. The shortest path algorithm is widely used in network routing protocols, most
notably IS-IS and Open Shortest Path First (OSPF).
DUAL, the Diffusing Update ALgorithm, is the algorithm used by Cisco's EIGRP routing protocol to ensure that a given
route is recalculated globally whenever it might cause a routing loop. It was developed by J.J. Garcia-Luna-Aceves at SRI
International.
Question 81
Which two design recommendations are most appropriate when OSPF is the data center core routing protocol? (Choose
two.)
A. Never use passive interfaces
B. Use NSSA areas from the core down
C. Use totally stub areas to stop type 3 LSAs
D. Use the lowest Ethernet interface IP address as the router ID
E. Manipulate the reference bandwidth.
Correct Answer: BE
Question 82
Private lines make use of which connection type based on cell switching?
A. ATM
B. ISP MPLS VPN
C. VTI
D. VPLS
Correct Answer: A
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Question 83
Refer to the exhibit.
A network engineer manually reconfigures the BGP configuration on newly upgraded router R1. However, the BGP
neighbor relationship does not come up with the directly connected neighbor router.
What is causing the failure of the BGP neighbor relationship between routers R1 and R2?
Exhibit:
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A. An incorrect neighbor IP address for router R2 is configured on router R1.
B. An incorrect neighbor AS number is configured on router R1 for router R2.
C. The wrong BGP authentication password is configured on router R1.
D. Router R1 must configure the R2 loopback address as the neighbor IP address.
Correct Answer: C

Question 84
During the design of a new data center, a company requires that access switches be placed only in network racks. Which
switch layout must be used?
A. centralized
B. integrated
C. top of rack
D. end of row
Correct Answer: D
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Question 85

Which Nexus feature enables you to support server connectivity with one topology and address requirement for both high
availability and high bandwidth?
A. vPC
B. vPC+

C. Stackwise
D. EvPC
Correct Answer: D Section: (none) Explanation
Explanation/Reference:
"Enhanced vPC enables you to support server connectivity with one topology and address requirement for both high
availability and high bandwidth."
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Question 86
What is the term for a logical SAN which provides isolation among devices physically connected to the same fabric?
A. ISL
B. IVR
C. VoQ
D. VSAN
E. Enhanced ISL
Correct Answer: D Section: (none) Explanation
Explanation/Reference:
A VSAN is a virtual storage area network (SAN). A SAN is a dedicated network that interconnects hosts and storage
devices primarily to exchange SCSI traffic. In SANs you use the physical links to make these interconnections. A set of
protocols run over the SAN to handle routing, naming, and zoning. You can design multiple SANs with different
topologies.
With the introduction of VSANs, the network administrator can build a single topology containing switches, links, and
one or more VSANs. Each VSAN in this topology has the same behavior and property of a SAN. A VSAN has the
following additional features:
Multiple VSANs can share the same physical topology.
The same Fibre Channel IDs (FC IDs) can be assigned to a host in another VSAN, thus increasing VSAN scalability.
Every instance of a VSAN runs all required protocols such as FSPF, domain manager, and zoning.
Fabric-related configurations in one VSAN do not affect the associated traffic in another VSAN.
Events causing traffic disruptions in one VSAN are contained within that VSAN and are not propagated to other VSANs.
Figure 2-1 shows a fabric with three switches, one on each floor. The geographic location of the switches and the attached
devices is independent of their segmentation into logical VSANs. No communication between VSANs is possible. Within
each VSAN, all members can talk to one another.
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Without VSANs, a network administrator would need separate switches and links for separate SANs. By enabling
VSANs, the same switches and links may be shared by multiple VSANs. VSANs allow SANs to be built on port
granularity instead of switch granularity.
VSAN Advantages
Traffic isolation—Traffic is contained within VSAN boundaries and devices reside only in one VSAN ensuring absolute
separation between user groups, if desired.
Scalability—VSANs are overlaid on top of a single physical fabric. The ability to create several logical VSAN layers
increases the scalability of the SAN.
Per VSAN fabric services—Replication of fabric services on a per VSAN basis provides increased scalability and
availability.
Redundancy—Several VSANs created on the same physical SAN ensure redundancy. If one VSAN fails, redundant
protection (to another VSAN in the same physical SAN) is configured using a backup path between the host and the
device.
Ease of configuration—Users can be added, moved, or changed between VSANs without changing the physical structure
of a SAN. Moving a device from one VSAN to another only requires configuration at the port level, not at a physical
level.
Up to 256 VSANs can be configured in a switch. Of these, one is a default VSAN (VSAN 1), and another is an isolated
VSAN (VSAN 4094). User-specified VSAN IDs range from 2 to 4093.
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Question 87
Two recently merged companies are using EIGRP and RIP. Which two strategies can facilitate a smooth migration?
(Choose two.)
A. Create an OSPF instance between EIGRP and RIP routing domains
B. Redistribute routing information between the RIP and EIGRP protocols
C. Add EIGRP and then remove RIP on the acquired company network
D. Use the EIGRP administrative distance to migrate one site at a time
E. Use static routes in place of dynamic routing between companies
Correct Answer: CD
Question 88
In what situation must spanning-tree be implemented?
A. when first hop redundancy protocol exists with redundant Layer 2 links between distribution switches
B. when a VLAN spans access layer switches to support business applications
C. when trunks need to extend multiple VLANs across access switches
D. when it is necessary to speed up network convergence in case of link failure
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/ch02.html
You may need to implement STP for several reasons:

• When a VLAN spans access layer switches to support business applications.
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Question 89
The requirement for high availability within the Data Center network may cause the designer to consider which one of the
following solutions?
A. Construct a hierarchical network design using EtherChannel between a server and two VDCs from the same physical
switch
B. Utilize Cisco NSF with SSO to provide intrachassis SSO at Layers 2 to 4
C. Define the Data Center as an OSPF NSSA area, advertising a default route into the DC and summarizing the routes out
of the NSSA to the Campus Core
D. Implement network services for the Data Center as a separate services layer using an active/active model that is more
predictable in failure conditions
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
Cisco Nonstop Forwarding (NSF) works with the Stateful Switchover (SSO) feature in Cisco IOS software. NSF works
with SSO to minimize the amount of time a network is unavailable to its users following a switchover. The main objective
of Cisco NSF is to continue forwarding IP packets following a Route Processor (RP) switchover.
Question 90
Which statement about NIC teaming configurations is true?
A. With ALB, all ports use one IP address and multiple MAC addresses
B. With AFT, two NICs connect to the different switches
C. With SFT, all ports are active
D. With AFT, all ports use one IP address and multiple MAC addresses.
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
Adapter fault tolerance (AFT): With AFT designs, two NICs connect to the same switch. One adapter is active and the
other standby, and they use one common IP address and MAC address.
Switch fault tolerance (SFT): With SFT designs, one port is active and the other standby, and they use one common IP
address and MAC address.
Adaptive load balancing (ALB): With ALB designs, one port receives and all ports transmit using one IP address and
multiple MAC addresses.
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Question 91
Which IPv6 transition model should be utilized when two or more independent transition mechanisms are required?
A. tunneling
B. dual stack
C. service block
D. hybrid
E. manual
Correct Answer: D Section: (none)Explanation
Explanation/Reference:
The hybrid model strategy is to employ two or more independent transition mechanisms with the same deployment design
goals. Flexibility is the key aspect of the hybrid approach in which any combination of transition mechanisms can be
leveraged to best fit a given network environment.
The hybrid model combines a dual-stack approach for IPv6-capable areas of the network with tunneling mechanisms such
as Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) and manual IPv6 tunnels where needed.
The hybrid model adapts as much as possible to the characteristics of the existing network infrastructure. Transition
mechanisms are selected based on multiple criteria, such as IPv6 hardware capabilities of the network elements, number
of hosts, types of applications, location of IPv6 services, and network infrastructure feature support for various transition
mechanisms.
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/CampIPv6.html
http://www.ciscopress.com/articles/article.asp?p=1763921&seqNum=2
Question 92
HSRP has been implemented on distribution switches but no priority has been defined.
Which one of the two switches will be active ?
A. The one with the higher IP address configured on the interface
B. The one with the higher MAC address configured on the interface
C. The one which booted the last
D. The one with the higher bandwith configured on the interface
Correct Answer: A Section: (none) Explanation Explanation/Reference:
In computer networking, the Hot Standby Router Protocol (HSRP) is a Cisco proprietary redundancy protocol for
establishing a fault-tolerant default gateway. Version 1 of the protocol was described in RFC 2281.

Question 93
Which technology extends Layer 2 LANs over any network that supports IP?
A. OTV
B. VSS
C. vPC
D. VLAN
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
Overlay Transport Virtualization (OTV) on the Nexus 7000 is an industry-first technology that significantly simplifies
extending Layer 2 applications across distributed data centers. You can now deploy Data Center Interconnect (DCI)
between sites without changing or reconfiguring your existing network design.
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Question 94
A network designer wants to improve security at the edge of the network and allow routing protocols to communicate
without any additional configuration.
What firewall mode meets the design requirements?
A. routed
B. zoned
C. context
D. transparent
Correct Answer: D Section: (none) Explanation
Explanation/Reference:Routed Firewall
The routed firewall is the default mode for an ASA firewall. It acts as a layer 3 device and is a routed hop; this acts in the
same way as a router would. It uses routing protocols and static routes. Forwarding is down with destination IP addresses.
Transparent Firewalls
Transparent firewalls are known as Bumps in the Wire. They work purely at layer 2 and is not seen as a hop; opposed to
layer 3 routed firewalls which decrement TTL. By bridging interfaces the ASA can forward traffic transparently to the end
user/device. It is important to remember there are limitations to transparent firewalls in its capabilities and to keep this in
mind when designing networks with Cisco ASA firewall. Forwarding is done with destination MAC addresses.
Question 95
A BGP network is having difficulty scaling with the full mesh peer requirement. What two iBGP alternates can scale BGP
appropriately? (Choose two.)
A. communities
B. route reflectors
C. confederations
D. peer groups
E. peer templates
Correct Answer: BC
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Question 96
To which network layer should Cisco Express Forwarding be tuned to support load balancing and to make more informed
forwarding decisions?
A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
E. Layer 5
F. Layer 6
G. Layer 7
Correct Answer: D

Question 97
What are the two methods of ensuring that the RPF check passes? (Choose two.)
A. implementing static mroutes
B. implementing OSPF routing protocol
C. implementing MBGP
D. disabling the interface of the router back to the multicast source
E. disabling BGP routing protocol
Correct Answer: AC Section: (none)Explanation
Explanation/Reference: Reverse path forwarding (RPF) is a technique used in modern routers for the purposes of ensuring
loop- free forwarding of multicast packets in multicast routing and to help prevent IP address spoofing in unicast routing.
Question 98
What are two advantages of a L2 looped data center design model? (Choose two.)

A. promotes Layer 2 high availability
B. prevents VLAN propagation
C. allows sharing of service modules
D. eliminates the use of STP
E. improves data transfer speeds
Correct Answer: AC
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Question 99
What are two characteristics of Server Load Balancing router mode? (Choose two.)
A. The design supports multiple server subnets
B. An end-user sees the IP address of the real server
C. SLB routes between the outside and inside subnets
D. The source or destination MAC address is rewritten, but the IP addresses left alone
E. SLB acts as a "bump in the wire" between servers and upstream firewall or Layer 3 devices
Correct Answer: AC Section: (none)Explanation
Explanation/Reference:
The basic load-balancer scenarios are:
Two-Arm (or sometimes called In-Line) One-Arm Direct Server Response
Two-Arm (Routed mode) is basic scenario where you have a server farm in one side of the network (Back End) and the
load-balancer is essentially the default gateway router for the physical servers in the Back End network.
One-Arm Load-Balancer
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One-Arm means that the Load-Balancer is not physically “in-line” of the traffic, but as you might understand right now, it
has to get into the way of traffic somehow, to have control over all the Client to Server connections going in both ways.

It is not important how far away the Client worksations are, they can be behind internet or in the same LAN and the loadbalancing would be the same. However, the Load-Balancer is using only one interface and this interface is on the same L2
network with all the servers.
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The traffic that the client initializes will get to the Load-Balancer that has the virtual load-balanced IP. The load-sharing
algorithm will pick a physical server to which the Load-Balancer will forward the traffic with destination IP NATed to the
physical IP of the server and forward it out the same interface towards the physical server.
BUT the Load-balancer also needs to do source IP nat so that the server reply will go back from theserver to the LoadBalancer and not directly back to the Client, who is not expecting a reply directlyfrom physical server IP. From the
physical servers perspective, all the traffic is coming from Load-Balancer.
Direct Server Response (or sometimes called Direct Server Return)
Last basic Load-Balancer scenario is Direct Server Response, to understand this scenario, we need to bring a switch into
the topology. As we hopefully all know, switches learn about MAC addresses as they see frames coming on ports with
source MACs. Also imagine that we have a router that has to know the MAC address of the Load-Balanced IP on the last
L3 hop. With the picture below, you can already spot the “trick” this scenario tries to present here once you notice the
disabled ARP on physical servers.
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In this scenario, Load-balancer only sees the incoming part of client-server traffic and all the returning traffic from
physical servers is coming directly back to the client IP. The biggest advantages of this solution is that there is no NAT
and the Load-Balancer throughput is only used in one way, so less performance impact for the Load-Balancer system.
Disabling ARP on a physical server is not a difficult task.
Disadvantages however are that you have to manually configure the Load-Balancer with all the server MAC addresses
and might be more difficult to troubleshoot with only one way traffic seen by the Load-Balancer on the whole L2
segment.

Question 100
Which protocol should be configured if a network administrator has the following requirements?
Multiple physical gateways participating simultaneously in packet forwarding. All hosts in the VLAN configured with the
same default gateway address.
A. HSRP
B. VRRP
C. VTP
D. GLBP
Correct Answer: D Section: (none)Explanation
Explanation/Reference:
Gateway Load Balancing Protocol (GLBP) is a Cisco proprietary protocol that attempts to overcome the limitations of
existing redundant router protocols by adding basic load balancing functionality.
In addition to being able to set priorities on different gateway routers, GLBP allows a weighting parameter to be set.
Based on this weighting (compared to others in the same virtual router group), ARP requests will be answered with MAC
addresses pointing to different routers. Thus, by default, load balancing is not based on traffic load, but rather on the
number of hosts that will use each gateway router. By default GLBP load balances in round-robin fashion.
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GLBP elects one AVG (Active Virtual Gateway) for each group. Other group members act as backup in case of AVG
failure. In case there are more than two members, the second best AVG is placed in the Standby state and all other
members are placed in the Listening state. This is monitored using hello and holdtime timers, which are 3 and 10 seconds
by default. The elected AVG then assigns a virtual MAC address to each member of the GLBP group, including itself,
thus enabling AVFs (Active Virtual Forwarders). Each AVF assumes responsibility for forwarding packets sent to its
virtual MAC address. There could be up to four AVFs at the same time.
By default, GLBP routers use the local multicast address 224.0.0.102 to send hello packets to their peers every 3 seconds
over UDP 3222 (source and destination).
Cisco implemented IPv6 support for GLBP in IOS release 12.2(33)SXI.
https://en.wikipedia.org/wiki/Gateway_Load_Balancing_Protocol

Question 101
An organization is designing the IP allocation of a new site. It currently has 12 separate IP segments.
Each segment must be /24, accommodate 25% of growth, and be easily summarized. Which summarized IP block can be
subnetted to meet these requirements?
A. /18
B. /19
C. /20
D. /21
Correct Answer: C
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Question 102
Which technology should a network designer combine with VSS to ensure a loop free topology with optimal convergence
time?
A. Portfast
B. UplinkFast
C. RPVST +
D. Mulitchassis EtherChannel
Correct Answer: C Section: (none) Explanation
Explanation/Reference:
A Virtual Switching System VSS is network system virtualization technology that pools multiple Cisco ® Catalyst ®
6500 Series Switches into one virtual switch, increasing operational efficiency, boosting nonstop communications, and
scaling system bandwidth capacity to 1.4 Tbps.
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Question 103
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Select and Place: Correct Answer:
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Question 104
An engineer want to ensure that of the PEs are discovery in VPLS discover PS. use signaling and access to across PE
router without having manually provision VPLS neighbors, What solution must be implemented?
A. BGP autodiscovery with BGP signalling
B. BGP autodiscovery with LDP signalling
C. H-VPLS with PW-access
D. BGP-based VPLS autodiscovery
Correct Answer: D Section: (none) Explanation
Explanation/Reference:
VPLS Autodiscovery enables each Virtual Private LAN Service (VPLS) provider edge (PE) router to discover which
other PE routers are part of the same VPLS domain.
VPLS Autodiscovery also automatically detects when PE routers are added to or removed from the VPLS domain. You no
longer need to manually configure the VPLS and maintain the configuration when a PE router is added or deleted. VPLS
Autodiscovery uses the Border Gateway Protocol (BGP) to discover the VPLS members and to set up and tear down
pseudowires in the VPLS.
https://www.cisco.com/c/en/us/td/docs/ios/12_2sr/12_2srb/feature/guide/fs_vpls.html
Question 105
Which protocol is best when there are circuit connections with two different ISPs in a multihoming scenario ?
A. VRRP
B. BGP
C. IPsec
D. SSL
Correct Answer: B
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Question 106
Distinct, physical redundancy within a network layer is a key characteristic that contributes to the high availability of the
hierarchical network design. Which of the following is not an examples of this model?
A. SAN extension with dual fabrics such as a yellow VSAN and a blue VSAN utilized via multipath software
B. Redundant power supplies and hot-swappable fan trays in Aggregate switches
C. A single SAN fabric with redundant uplinks and switches
D. Servers using network adapter teaming software connected to dual-attached access switches
Correct Answer: A
Question 107
A network engineer is building a LAN design that includes Cisco NAC. What two characteristics of an outof-band NAC
deployment are important to consider when evaluating it for the design? (Choose two.)
A. supported by a limited number of switch models
B. never in-line with user traffic
C. aggregate client traffic is constrained to NAC server port speed
D. recommended if sharing ports between IP phones and PCs
E. supports real IP gateway (routed mode)
Correct Answer: AD Section: (none)Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/ch08.html
"Out-of-band traffic flow is supported with the Cisco NAS connected to most common Cisco switches with recent
software releases."
https://www.cisco.com/c/en/us/td/docs/security/nac/appliance/configuration_guide/47/cas/47cas-book/ s_deploy.html
OOB Virtual Gateway
Recommended configuration if sharing ports between IP phones and PCs."
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Question 108
Which action can be taken on a multi-access segment with OSPF speakers to reduce the performance impact during
widespread convergence events?
A. Separate the network into multiple areas for each new multiaccess segment.
B. Enable LSA throttling in the core to slow link state advertisement updates during times of network instability.
C. Ensure that the elected DR or BDR router can support high-volume convergence events
D. Verify that fewer than 50 OSPF speakers are on the segment
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
http://blog.ine.com/2010/06/02/ospf-fast-convergenc/
"It is worth noting that three most important timers to tune network for sub-second convergence are the failure detection
delay, initial LSA generation delay and initial SPF delay. All other timers, such as hold and maximum time serve the
purpose of stabilizing network, and affect convergence in “worst-case” unstable network scenarios."
More info on LSA throttling: https://www.cisco.com/c/en/us/td/docs/ios/12_0s/feature/guide/fsolsath.html
"Benefits of OSPF LSA Throttling Prior to the OSPF LSA Throttling feature, LSA generation was rate-limited for 5
seconds.
That meant that changes in an LSA could not be propagated in milliseconds, so the OSPF network could not achieve
millisecond convergence. The OSPF LSA Throttling feature is enabled by default and allows faster OSPF convergence (in
milliseconds). This feature can be customized.
One command controls the generation (sending) of LSAs and another command controls the receiving interval. This
feature also provides a dynamic mechanism to slow down the frequency of LSA updates in OSPF during times of network
instability."
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Question 109
Which statement best describes Cisco OTV internal interfaces?
A. They are Layer 2 interfaces that are configured as either access or trunk interfaces on the switch.
B. They are interfaces that perform Layer 3 forwarding with aggregation switches.
C. They are the interfaces that connect to the ISP.
D. They are tunnel interfaces that are configured with GRE encapsulation.
Correct Answer: A Section: (none)Explanation
Explanation/Reference:Internal Interfaces:
To perform OTV functionality, the edge device must receive the Layer 2 traffic for all VLANs that need to be extended to
remote locations. The Layer 2 interfaces, where the Layer 2 traffic is usually received, are named internal interfaces
nternal interfaces are regular Layer 2 interfaces configured as access or trunk ports. Trunk configuration is typical given
the need to concurrently extend more than one VLAN across the overlay. There is no need to apply OTV-specific
configuration to these interfaces. Also, typical Layer 2 functions (like local switching, spanning-tree operation, data plane
learning, and flooding) are performed on the internal interfaces. Figure 1-2 shows Layer 2 trunks that are considered
internal interfaces which are usually deployed between the edge devices also.

Overlay Transport Virtualization (OTV) on the Nexus 7000 is an industry-first technology that significantly simplifies
extending Layer 2 applications across distributed data centers. You can now deploy Data Center Interconnect (DCI)
between sites without changing or reconfiguring your existing network design.
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DCI/whitepaper/DCI3_OTV_Intro/ DCI_1.html
Question 110
Which three major points are important for network virtualization to separate logical networks on a shared physical
infrastructure? (Choose three.)
A. VLANs

B. data plane
C. control plane
D. VPNs
E. VSANs
F. management plane
Correct Answer: BCF
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Question 111
A customer with a single Cisco Adaptive Security Appliance wants to separate multiple segments of the ecommerce
network to allow for different security policies. What firewall technology accommodates these design requirements?
A. Routed mode
B. Virtual-context
C. Transparent mode
D. Virtual private network
E. private VLANs
F. admission control
Correct Answer: B

Question 112
A network engineer wants to connect two sites via a WAN technology and to securely pass multicast traffic over this
WAN technology. Which WAN technology should be configured?
A. IPsec
B. GRE
C. Pure MPLS
D. GRE over IPsec
Correct Answer: D

Question 113
Which algorithm does IS-IS use to determine the shortest path through a network?
A. Bellman-Ford routing algorithm
B. Johnson's algorithm
C. Dijkstra's algorithm
D. Floyd-Warshall algorithm
Correct Answer: C Section: (none)Explanation
Explanation/Reference: Dijkstra's algorithm is an algorithm for finding the shortest paths between nodes in a graph, which
may represent, for example, road networks. The shortest path algorithm is widely used in network routing protocols, most
notably IS-IS and Open Shortest Path First (OSPF).
DUAL, the Diffusing Update ALgorithm, is the algorithm used by Cisco's EIGRP routing protocol to ensure that a given
route is recalculated globally whenever it might cause a routing loop. It was developed by J.J. Garcia-Luna-Aceves at SRI
International.

ht
tp

Question 114
Which technology allows multiple instances of a routing table to coexist on the same router simultaneously?
A. VRF
B. Cisco virtual router
C. Instanced virtuer router
D. IS-IS
Correct Answer: A

Question 115
Which feature must be configured for the VRRP-enabled router to regain the master VRRP status upon recovery from a
failure?
A. priority
B. authentication
C. pre-emption
D. Stateful Switchover
Correct Answer: C
Question 116
The network designer needs to consider the number of multicast applications and sources in the network to provide the
most robust network possible.
Which of the following is a consideration the designer must also address?
A. The IGPs should utilize authentication to avoid being the most vulnerable component
B. With SSM source or receiver attacks are not possible
C. With Shared Trees access control is always applied at the RP

D. Limit the rate of Register messages to the RP to prevent specific hosts from being attacked on a PIMSM network
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
Source-specific multicast (SSM) is a method of delivering multicast packets in which the only packets that are delivered
to a receiver are those originating from a specific source address requested by the receiver.
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Question 117

Select and Place:
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Correct Answer:

Explanation/Reference:

A Rendezvous Point (RP) is a router in a multicast network domain that acts as a shared root for a multicast shared tree.
Any number of routers can be configured to work as RPs and they can be configured to cover different group ranges.
The Bootstrap Router (BSR) is a mechanism for a router to learn RP information. It ensures that all routers in the PIM
domain have the same RP cache as the BSR. It is possible to configure the BSR to help select an RP set from BSR
candidate RPs. The function of the BSR is to broadcast the RP set to all routers in the domain.
Static, with no inherent failover or load balancing mechanism --> Static RP Dynamic Dynamic, utilizing RP mapping
agents with dense mode flooding --> Auto-RP Static, with fault tolerance utilizing with the Multicast Source Discovery
Protocol (MSDP) --> Anycast RP Dynamic, utilizing link-local multicast messages which are flooded hop by hop -->
BSR
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Question 118
Which two statements are correct regarding Flex Links? (Choose two.)
A. An interface can belong to multiple Flex Links
B. Flex Links operate only over single pairs of links
C. Flex Link pairs must be of the same interface type
D. Flex Links automatically disable STP so no BPDUs are propagated
E. Failover from active to standby on Flex Links takes less than a second.
Correct Answer: BD Section: (none) Explanation
Explanation/Reference:
Flex Links are a pair of a Layer 2 interfaces (ports or port channels), where one interface is configured to act as a backup
to the other. Flex Links are typically configured in service-provider or enterprise networks where customers do not want
to run STP. Flex Links provide link-level redundancy that is an alternative to Spanning Tree Protocol (STP). STP is
automatically disabled on Flex Links interfaces.
A backup link does not have to be the same type as the active link.
To configure the Flex Links feature, you configure one Layer 2 interface as the standby link for the link that you want to
be primary. With Flex Links configured for a pair of interfaces, only one of the interfaces is in the linkup state and is
forwarding traffic. If the primary link shuts down, the standby link starts forwarding traffic. When the inactive link comes
back up, it goes into standby mode.
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/ flexlink.html
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Question 119
Which statement about the ToR design model is true?
A. It can shorten cable runs and simplify rack connectivity.
B. Each ToR switch must be individually managed
C. Multiple ToR switches can be interconnected to provide a loop-free spanning-tree infrastructure.
D. It can connect servers that are located in separate racks
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
ToR is a data center network design in which a feature-rich 10GbE switch handles L2 and L3 processing, data center
bridging and Fibre Channel over Ethernet (FCoE) for an entire rack of servers.
Each rack is connected to the data center with fiber. Therefore, there is no need for a bulky and expensive infrastructure of
copper cabling running between racks and throughout the data center. Large amounts of copper cabling places an
additional burden on data center facilities as bulky copper cable can be difficult to route, can obstruct airflow, and
generally requires more racks and infrastructure dedicated to just patching and cable management. Long runs of twisted
pair copper cabling can also place limitations on server access speeds and network technology. The Top of Rack data
center design avoids these issues as there is no need to for a large copper cabling infrastructure. This is often the key
factor why a Top of Rack design is selected over End of Row.
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Question 120
Which option is a benefit of site-to-site VPNs?
A. Less configuration required than a WAN circuit
B. More secure than a dedicated WAN circuit
C. Less expensive than a dedicated WAN circuit
D. More reliable than a dedicated WAN circuit
Correct Answer: C
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Question 121

Select and Place:
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Correct Answer:
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Question 122
What are two point-to-multipoint overlay tunneling strategies that are used in transitioning to IPv6 (choose two)?
A. ISATAP
B. 6to4
C. Nat64
D. Dual-stack
Correct Answer: AB Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/interface/configuration/xe-3s/ir-xe-3s-book/ip6-6to4tunlsxe.html
"The key difference between automatic 6to4 tunnels and manually configured tunnels is that the tunnel is not point-topoint; it is point-to-multipoint."
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/interface/configuration/xe-3s/ir-xe-3s-book/ip6-isatapxe.html
"ISATAP Point-to-multipoint tunnels that can be used to connect systems within a site."
Question 123
A designer should have which three technologies in the network before configuring MPLS Layer 3 VPNs? (Choose
three.)
A. MPLS
B. LDP
C. Cisco Express Forwarding
D. VSS
E. vPC

F. VRRP
Correct Answer: ABC
Question 124
A network design team tasked to address congestion, QoS has been implemented but no longer effective?
A. Bundle additional uplinks into logical etherchannels
B. Configure selective packet discard to drop non-critical network traffic
C. Implement highspeed uplink interfaces
D. Reconfigure QoS based on intserv
E. Utilize random early detection
Correct Answer: AC
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Question 125
Which multicast address must be available for FHRP advertisements in a multivendor environment?
A. 224.0.0.9
B. 224.0.0.18
C. 224.0.0.102
D. 224.0.0.2
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
224.0.0.9: Routing Information Protocol (RIPv2)
224.0.0.18: First Hop Redundancy Protocols (FHRP) - (VRRP Multi-Vendor Virtual Router Redundancy Protocol)
224.0.0.102: Hot Standby Router Protocol version 2 (HSRPv2) / Gateway Load Balancing Protocol (GLBP)
224.0.0.2: The All Routers multicast group addresses all routers on the same network segment.
https://en.wikipedia.org/wiki/Multicast_address

Question 126
You are given the 192.168.2.0/24 network and you should divide it in 4 subnets. Which statements are true regarding the
first subnet? (Choose tree)
A. 62 hosts in subnet
B. 255.255.255.192 mask
C. 192.168.2.62 last host
D. 255.255.255.128 mask
E. 126 hosts in subnet
F. 192.168.2.126 last host
Correct Answer: ABC
Question 127
When designing a layer 2 STP-based LAN with Layer 3 FHRP, which design recommendation should be followed?
A. Avoid modifying default STP and FHRP timers.
B. Assign the native VLAN to the lowest number in use
C. Avoid configuring router preemption
D. Align the STP root with the active FHRP device
Correct Answer: C
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Question 128
Which three options are features of IP SLAs? (Choose three.)
A. enables verification of service guarantees
B. dynamically adjusts QoS parameters
C. validates network performance and metrics
D. initiates failover for saturated links
E. proactively identifies network related issues
Correct Answer: ACE

Question 129
Which feature supports multiple routing tables with overlapping networks on a single device?
A. VRF
B. Metro Ethernet
C. RSTP
D. VSS
Correct Answer: A
Question 130
A network manager wants to securely connect a new remote site to the existing headquarters site using a VPN technology
that meets security requirements. Which VPN technology should be used?

A. GRE
B. IPsec
C. remote-access VPN
D. L2TP VPN
Correct Answer: B
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Question 131
Which of these is least important when determining how many users a NAS can support?
A. bandwidth
B. number of plug-ins per scan
C. total number of network devices
D. number of checks in each posture assessment
Correct Answer: A Section: (none) Explanation
Explanation/Reference: NAS = Cisco NAC Appliance Server (not Network-Attached Storage as I first thought)
Network Admission Control (NAC) refers to Cisco's version of Network Access Control, which restricts access to the
network based on identity or security posture. When a network device (switch, router, wireless access point, DHCP
server, etc.) is configured for NAC, it can force user or machine authentication prior to granting access to the network.
https://www.safaribooksonline.com/library/view/foundation-learning- guide/9780132652933/ch08.html
https://en.wikipedia.org/wiki/Network_Admission_Control
Cisco NAS Scaling:
There are three levels of Cisco NAM for supporting Cisco NAC Appliance solutions:
Cisco NAC Appliance Lite Manager manages up to 3 Cisco NAS devices, supporting 100, 250, or 500 users per server.
Cisco NAC Appliance Standard Manager manages up to 20 Cisco NAS devices, supporting from 1500 to 5000 users per
(NAS) depending on which model is deployed.
Cisco NAC Appliance Super Manager manages up to 40 Cisco NAS devices, supporting from 1500 to 5000 users per
(NAS) depending on which model is deployed.
The number of users supported on a server is a measure of concurrent users that have been scanned for posture
compliance, not network devices such as printers or IP phones.
The number of users supported per server is influenced by many factors that consume CPU and server resources, such as
the following:
The number of new user authentications per second
The number of posture assessments per second
How many checks are in each posture assessment
The number of agentless network scans per second
The number of plug-ins per scan
Rescan timer intervals
Per-role and total online timer intervals
Bandwidth controls
Filters and access controls
Note: Interface bandwidth is the least important calculation for determining how many users aCisco NAS can support.
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Question 132
CoS is applied for Layer 2 markings in an Ethernet environment. Which protocol must be configured on the Layer 2
switch port for CoS to work?
A. MPLS
B. IEEE 802.1W
C. IEEE 802.1Q
D. IEEE 802.1S
Correct Answer: C Section: (none) Explanation
Explanation/Reference:
RSTP (IEEE 802.1w) 802.1S - Multiple Spanning Trees IEEE 802.1Q (sometimes referred to as 1Q or DOT1Q) is a
industry standards based implementation of carring traffic for multiple VLANs on a single trunking interface between two
Ethernet switches.
Question 133
What two features are inherent advantages of MPLS VPN services? (Choose two.)
A. service providers can provide additional services
B. virtual private networks segment traffic and ensure privacy
C. easier to troubleshoot than Layer 2 WAN technologies
D. faster data transfer speeds at lower costs
E. functions without Cisco Express Forwarding
Correct Answer: AB
Question 134
What are two of Cisco's best practices at the access layer to ensure rapid link transitions and VLAN consistency? (Choose

two.)
A. Deploy RPVST
B. Deploy MSTP
C. Utilize VTP in server/client mode
D. Utilize VTP in transparent mode
E. VLANs span entire network
F. Portfast applied on distribution uplinks
Correct Answer: AD Section: (none) Explanation Explanation/Reference:
MSTP or RPVST? I would recommend MSTP of course but I'm not sure Cisco wants to ear this...
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Question 135
Which security mechanism can you implement to protect the OSPF" information that a router receives?
A. privilege 15 credentials
B. administrator username and password authentication
C. RADIUS authentication
D. cryptographic authentication
Correct Answer: D

Question 136
What is the maximum number of routers that each OSPF area (including the backbone) should contain?
A. 30
B. 10
C. 50
D. 60
Correct Answer: C

Question 137
Summary address blocks can be used to support which network application?
A. QoS
B. IPsec tunneling
C. Cisco TrustSec
D. NAT
E. DiffServ
Correct Answer: D Section: (none)Explanation
Explanation/Reference:
http://www.ciscopress.com/articles/article.asp?p=1763921
Summary address blocks can be used to support several network applications:
Separate VLANs for voice and data, and even role-based addressing Bit splitting for route summarization Addressing for
virtual private network (VPN) clients Network Address Translation (NAT)
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Question 138
A company implemented VoIP in a campus network and now wants a consistent method to implement using AutoQoS.
Which two parameters must be considered before AutoQoS is configured? (Choose two.)
A. CEF must be enabled
B. AutoQoS is available only on routers
C. Traffic discovery must be performed manually
D. No service policy can be applied already
E. Manual traffic analysis must be performed
Correct Answer: AD

Question 139
Which two design concerns must be addressed when designing a multicast implementation? (Choose two.)
A. only the low-order 23 bits of the MAC address are used to map IP addresses
B. only the low-order 24 bits of the MAC address are used to map IP addresses
C. only the high-order 23 bits of the MAC address are used to map IP addresses
D. only the low-order 23 bits of the IP address are used to map MAC addresses
E. the 0x01004f MAC address prefix is used for mapping IP addresses to MAC addresses
F. the 0x01005e MAC address prefix is used for mapping IP addresses to MAC addresses
Correct Answer: AF Section: (none) Explanation
Explanation/Reference:
– The low order bit (0x01) in the first octet indicates that this packet is a Layer 2 multicast packet. Furthermore, the
“0x01005e” prefix has been reserved for use in mapping L3 IP multicast addresses into L2 MAC addresses.
– When mapping L3 to L2 addresses, the low order 23 bits of the L3 IP multicast address are mapped into the low order
23 bits of the IEEE MAC address. Notice that this results in 5 bits of information being lost.

Question 140
A network engineer is implementing virtualization into the enterprise network. Which system should be used to address
policy enforcement at the distribution layer?
A. Cisco IOS based firewall
B. multilayer switches
C. integrated firewall services
D. identity services engine
E. intrusion protection systems
Correct Answer: C
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Question 141
A network team must provide a redundant secure connection between two entities using OSPF. The primary connection
will be an Ethernet Private Line and the secondary connection will be a site-to-site VPN.
What needs to be configured in order to support routing requirements for over the VPN connection?
A. GRE Tunnel
B. HTTPS
C. Root Certificate
D. AAA Server
Correct Answer: A
Question 142
Which configuration represents resiliency at the hardware and software layers?
A. multiple connections and FHRP
B. HSRP and GLBP
C. redundant supervisor and power supplies
D. dual uplinks and switches
Correct Answer: A
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Question 143
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Question 144
Two company want to merge their OSPF networks , but they run different OSPF domains , Which is option must be
created to accomplished this requirement?
A. OSPF virtual link to bridge the backbone areas of the two company together
B. Route Summarization
C. Static OSPF
D. Redistribute routes between domains
Correct Answer: A
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Question 145
Which protocol is required for end-to-end signaling in an IntServ QoS architecture?
A. RSVP
B. DSCP
C. ToS
D. LLQ
E. DiffServ
Correct Answer: A

Question 146
Which option is a primary requirement for the deployment of an IPv6-enabled network via the native method (dual-stack
model) within the enterprise campus environment?
A. Hardware-based switching support for IPv6 forwarding on all campus switches
B. Restriction of IPv6-enabled devices to the core layer
C. Manual implementation of tunneling between IPv6-incompatible devices in an IPv4-over- IPv6 tunnel
D. Disabling of multicast in the distribution layer prior to implementation of IPv6
Correct Answer: A
Question 147
Which two options are two benefits of a Layer 2 looped model? (Choose two.)
A. extends VLANs between switches that are connected to a common aggregation module

B. prevents uplink ports from entering the spanning-tree blocking state
C. provides quick convergence with Rapid Spanning Tree Protocol
D. increases performance to end hosts using directly connected, bonded Layer 2 links
Correct Answer: AC

:/
/w
ww
.a
oo
we
.c
om

Question 148
What are two advantages of using Cisco FEX devices in the data center design? (Choose two.)
A. Traffic-forwarding decisions are made by the Cisco FEX device
B. Cisco FEX devices must be upgraded when the parent switch is upgraded
C. Traffic-forwarding decisions are made by the parent switch, resulting in easier troubleshooting and centralized
management.
D. Cisco FEX devices do not have to be upgraded when the parent switch is upgraded, resulting in cost
E. Cisco FEX devices can be part of two different VDCs
Correct Answer: CD Section: (none)Explanation
Explanation/Reference:
Cisco Fabric Extender (FEX) Technology delivers an extensible and a scalable fabric that provides a flexible and
comprehensive solution as part of Cisco Unified Fabric.
FEX Technology:
Allows the switching fabric access layer to extend and expand all the way to the server hypervisor as your business grows
Helps enable operational simplicity at scale, with a single point of management and policy enforcementon the access
parent switch across more than 1000 10 Gigabit Ethernet ports.
Main Benefits:
Simplified operations
Implements a single point of management from the access layer parent switches, Cisco Nexus 5000 and Cisco Nexus 7000
Series Switches <--Consolidates multiple 1 Gigabit Ethernet (GE) adapters with a 10 GE adapter Reduces cabling,
network interface cards (NICs), power consumption, and operating expense Helps to enable partitioning of the 10 GE
server adapter or switch into multiple connections (vNICs or virtual line cards) Provides dedicated network bandwidth to
individual applications or virtual machines
Question 149
Two companies recently merged and want to integrate their networks. Both utilize EIGRP to support their complex
enterprise networks.
Which action can improve the performance of these two separate EIGRP domains?
A. Enable route summarization at redistribution points
B. Adjust the administrative distance to prefer the best routes to each destination
C. Remove EIGRP and utilize OSPF instead
D. Utilize EIGRP stub routing between the network boundaries of the companies
Correct Answer: A
Question 150
Which option maximizes EIGRP scalability?
A. route redistribution
B. route redundancy
C. route filtering
D. route summarization
Correct Answer: D
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Question 151
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Select and Place:

Correct Answer:

Explanation/Reference:
Enable specifically at the network edge --> STP Manually prune unused VLANs --> Trunks Use specifically on fiberoptic interconnections that link switches --> UDLD Ensure that an individual link failure will not result in an STP failure
--> Etherchannel Always use a number of links that is a power of 2 (2, 4, 8) to optimize the load balancing of traffic -->
VSS
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Question 152
In which multicast configuration is MSDP most useful?
A. Interdomain IPv4 PIM sparse-Mode
B. Interdomain IPv4 PIM dense-Mode
C. Intra-domain IPv4 PIM dense-Mode
D. Intra-domain IPv4 PIM sparse-Mode
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
Multicast Source Discovery Protocol (MSDP) is a mechanism to connect multiple Protocol Independent Multicast sparse
mode (PIM-SM) domains. MSDP allows multicast sources for a group to be known to all rendezvous points (RPs) in
different domains. Each PIM-SM domain uses its own RPs and need not depend on RPs in other domains. An RP runs
MSDP over TCP to discover multicast sources in other domains.
Question 153
When an enterprise network is designed, which protocol provides redundancy for edge devices in the event of a first-hop
failure?
A. ICMP
B. HSRP
C. STP
D. HTTP
Correct Answer: B
Question 154

If your enterprise is connected to 2 ISP, which method could you use to prevent being used as a transit network? (Choose
Two)
A. filter outbound
B. filter inbound
C. throw both ISP
D. choose only one ISP
E. Allow every routes inbound
Correct Answer: AE Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html
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Question 155
Which option is an advanced WAN services design consideration for a multipoint architecture that connects two or more
customer devices using Ethernet bridging techniques over an MPLS network?
A. VPLS
B. Metro Ethernet
C. MPLS
D. SONET/SDH
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
Virtual Private LAN Services (VPLS) is a class of VPN that supports the connection of multiple sites in a single bridged
domain over a managed IP/MPLS network. VPLS presents an Ethernet interface to customers, simplifying the LAN/WAN
boundary for Service Providers and customers, and enabling rapid and flexible service provisioning, because the service
bandwidth is not tied to the physical interface. All services in a VPLS appear to be on the same LAN, regardless of
location.
VPLS uses edge routers that can learn, bridge and replicate on a VPN basis. These routers are connected by a full mesh of
tunnels, enabling any-to-any connectivity.
Virtual Private LAN Service (VPLS) is a way to provide Ethernet-based multipoint to multipoint communication over IP
or MPLS networks. It allows geographically dispersed sites to share an Ethernet broadcast domain by connecting sites
through pseudowires.
http://www.cisco.com/c/en/us/products/ios-nx-os-software/virtual-private-lan-services-vpls/index.html
Question 156
In which multicast configuration is MSDP most useful?
A. Interdomain IPv4 PIM sparse-Mode
B. intradomain IPv4 PIM SSM
C. IPv6 multicast
D. PIM Dense-Mode
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
"Multicast Source Discovery Protocol (MSDP) is a Protocol Independent Multicast (PIM) family multicast routing
protocol defined by Experimental RFC 3618. MSDP interconnects multiple IPv4 PIM Sparse-Mode (PIM-SM) domains
which enables PIM-SM to have Rendezvous Point (RP) redundancy and inter-domain multicasting RFC 4611"
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Question 157
ACME corporation owns a single MDS. Which two SAN tools can be used to optimize the use and cost of the switching
hardware? (Choose two.)
A. zoning
B. IVR
C. VSAN
D. iSCSI
Correct Answer: BC Section: (none) Explanation
Explanation/Reference:
A VSAN is a virtual storage area network (SAN). A SAN is a dedicated network that interconnects hosts and storage
devices primarily to exchange SCSI traffic. In SANs you use the physical links to make these interconnections. A set of
protocols run over the SAN to handle routing, naming, and zoning. You can design multiple SANs with different
topologies.
IVR = InterVSAN Routing
Virtual SANs (VSANs) improve storage area network (SAN) scalability, availability, and security by allowing multiple
Fibre Channel SANs to share a common physical infrastructure of switches and ISLs. These benefits are derived from the
separation of Fibre Channel services in each VSAN and isolation of traffic between VSANs.
Data traffic isolation between the VSANs also inherently prevents sharing of resources attached to a VSAN, such as
robotic tape libraries. Using IVR, you can access resources across VSANs without compromising other VSAN benefits.
Question 158
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Which two key components are related to one firewall per ISP design option for e- commerce? (Choose two.)
A. It is a common approach to single-homing
B. This approach is commonly used in large sites
C. Any failure on an edge router results in a loss of session
D. It has one NAT to two ISP-assigned blocks
E. It is difficult to set up and administer
Correct Answer: CD Section: (none)Explanation
Explanation/Reference:
E-Commerce Design Topologies for Connecting to Multiple ISPs
-ISP connectivity is a key component.
-In dual-homing topologies one common approach is One Firewall per ISP
-A critical factor is whether there are prefixes for each service provider connection or a single common external prefix for
both ISP connections

The figure shows a common approach to dual-homing or connecting a site to two ISPs. This approach is common among
small sites since it is relatively easy to set up and administer. The basic approach is to use a router and/or firewall to
connect to each ISP.
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Question 159
When APIC is down on cluster device ... What is the minimum number of APICs requirement for a production ACI
Fabric to continue to operate?
A. 1
B. 2
C. 3
D. 4
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
The Cisco Application Policy Infrastructure Controller (Cisco APIC) is the unifying point of automation and management
for the Application Centric Infrastructure (ACI) fabric. The Cisco APIC provides centralized access to all fabric
information, optimizes the application lifecycle for scale and performance, and supports flexible application provisioning
across physical and virtual resources.
The Appliance Director is responsible for formation and control of the Cisco APIC appliance cluster. A minimum of three
controllers are initially installed for control of the scale-out Cisco ACI (Figure 9). The ultimate size of the Cisco APIC
cluster is directly proportionate to the Cisco ACI size and is driven by the transaction rate requirements. Any controller in
the cluster is able to service any user for any operation, and a controller can be seamlessly added to or removed from the
Cisco APIC cluster. It is important to understand that unlike an OpenFlow controller, none of the Cisco APIC controllers
are ever in the data path.

Question 160
Which NAC design model matches the following definitions?
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NAS is deployed centrally in the core or distribution layer. Users are multiple hops away from the Cisco NAS. After
authentication and posture assessment, the client traffic no longer passes through the Cisco NAS. PBR is needed to direct
the user traffic appropriately
A. Layer 3 in-band virtual gateway
B. Layer 3 out-of-band with addressing
C. Layer 2 in-band virtual gateway
D. Layer 2 out-of-band virtual gateway
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/products/collateral/security/nac-appliance-clean-access/
product_data_sheet0900aecd802da1b5.html
Passing traffic mode
Virtual gateway (bridged mode)
Real IP gateway (routed mode)
Client access mode
Layer 2 (client is adjacent to the Cisco NAC Server)
Layer 3 (client is multiple hops from the Cisco NAC Server)
Traffic flow model
In-band (Cisco NAC Server is always in-line with user traffic)
Out-of-band (Cisco NAC Server is in-line only during authentication, posture assessment, and remediation)
Question 161
A network engineer must create a Layer 2 switch block design that has deterministic convergence and is loop-free at
Layer 2. Which two switch block elements are needed to meet the requirements? (Choose two.)
A. Layer 3 link between distribution switches
B. HSRP with interface tracking on uplinks to core switches
C. RPVST with equal bridge priority on distribution switches
D. VLANs that do not span access switches
E. Layer 2 link between distribution switches
Correct Answer: AD

Question 162
A e-commerce network has many devices that often need to be upgraded on a regular basis. What technology will ensure
IP packets continue to be forwarded even during a device failover?
A. stateful switchover
B. nonstop forwarding
C. route processor redundancy
D. optimized edge routing
E. enhanced object tracking
Correct Answer: B
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Question 163
Which security Mechanism can you implement to protect the OSPF?
A. Cryptographic authentication
B. Access-lists
C. Route-maps
D. Passive interfaces
Correct Answer: A

Question 164
Which multicast implementation strategy provides load sharing and redundancy by configuring intradomain RPs as
MSDP peers?
A. anycast RP
B. auto-RP
C. bootstrap router
D. static RP
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/ip_multicast/White_papers/ anycast.html#wp1029118
"Anycast RP is a useful application of MSDP. Originally developed for interdomain multicast applications, MSDP used
for Anycast RP is an intradomain feature that provides redundancy and load-sharing capabilities. Enterprise customers
typically use Anycast RP for configuring a Protocol Independent Multicast sparse mode (PIM-SM) network to meet fault
tolerance requirements within a single multicast domain."
Question 165

From a design perspective which two of the following OSPF statements are most relevant? (Choose two)
A. OSPF stub areas can be thought of as a simple form of summarization
B. OSPF cannot filter intra-area routes
C. An ABR can only exist in two areas - the backbone and one adjacent area
D. Performance issues in the Backbone area can be offset by allowing some traffic to transit a non-backbone area
E. The size of an area (the LSDB) will be constrained by the size of the IP MTU
Correct Answer: AB
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Question 166
Multicast pim spare-mode send traffic overload. Which feature can reduce the multicast traffic in the access layer?
A. Filter at Boundaries
B. PIM Dense-Mode
C. IGMP snooping
D. MSDP
Correct Answer: C Section: (none) Explanation
Explanation/Reference:
"Cisco Group Management Protocol (CGMP), Router Group Management Protocol (RGMP), and IGMP snooping
efficiently constrain IP multicast in a Layer 2 switching environment"
Internet Group Management Protocol (IGMP) snooping streamlines multicast traffic handling for VLANs. By examining
(snooping) IGMP membership report messages from interested hosts, multicast traffic is limited to the subset of VLAN
interfaces on which the hosts reside.
Question 167
What are three primary components in IS-IS fast convergence? (Choose three.)
A. event propagation
B. LSP flooding
C. fast hellos
D. matching MTUs
E. updating RIB and FIB
F. SPF calculation
Correct Answer: AEF

Question 168
Which router type injects external LSAs into the OSPF database using either other routing protocols or static routes?
A. backbone router
B. ABR
C. internal router
D. internal router
E. ASBR
Correct Answer: E
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Question 169
Which two ways to support secure transport of multicast traffic are true? (Choose two.)
A. Use spoke-to-spoke design
B. Use IPsec over GRE tunnel
C. Use GET VPN
D. Use NBMA instead of broadcast
E. Disable encryption for multicast traffic.
Correct Answer: BC Section: (none) Explanation
Explanation/Reference:
GET VPN = Group Encrypted Transport VPN. It is tunnel-less and can support multicast traffic.

Question 170
Which two statements correctly describe an IPS device? (Choose two.)
A. It resembles a Layer 2 bridge.
B. Traffic flow through the IPS resembles traffic flow through a Layer 3 router
C. Inline interfaces which have no IP addresses cannot be detected
D. Malicious packets that have been detected are allowed to pass through, but all subsequent traffic is blocked
E. Traffic arrives on the detection interface, is inspected, and exits via the same interface
Correct Answer: AC
Question 171
Which OSPF option can you configure to connect two parts of a partitioned backbone through a nonbackbone area?
A. route summarization
B. a virtual link

C. an NSSA
D. a static OSPF neighbor
Correct Answer: B
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Question 172
Which statement is the most accurate regarding IPsec VPN design for an Enterprise Campus environment?
A. VPN device IP addressing must align with the existing Campus addressing scheme.
B. The choice of a hub-and-spoke or meshed topology ultimately depends on the number of remotes.
C. Sizing and selection of the IPsec VPN headend devices is most affected by the throughput bandwidth requirements for
the remote offices and home worker
D. Scaling considerations such as headend configuration, routing protocol choice, and topology have the broadest impact
on the design
Correct Answer: D
Question 173
Which Cisco NAC Appliance component is optional?
A. NAC Appliance Manager
B. NAC Appliance Server
C. NAC Appliance Agent
D. NAC Appliance Policy Updates
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/support/docs/security/nac-appliance-clean-access/112168- nac-oob-acls00.html#sol-comp
"The Cisco NAC Agent is an optional component of the Cisco NAC solution."

Question 174
Which network virtualization plane is used to separate traffic forwarding tables?
A. control
B. data
C. management
D. Access
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
Control Plane = Learning what we will do
Our planning stage, which includes learning which paths the buses will take, is similar to the control plane in the network.
We haven't picked up people yet, nor have we dropped them off, but we do know the paths and stops due to our plan. The
control plane is primarily about the learning of routes.
In a routed network, this planning and learning can be done through static routes, where we train the router about remote
networks, and how to get there. We also can use dynamic routing protocols, like RIP, OSPF and EIGRP to allow the
routers to train each other regarding how to reach remote networks. This is all the control plane.
Data Plane = Actualy moving the packets based on what we learned.
Now, after the routers know how to route for remote networks, along comes a customers packet and BAM! this is were
the data plane begins. The data plane is the actual movement of the customers datapackets over the transit path. (We
learned the path to use in the control plane stage earlier).
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Question 175
Design for data center where you don't have to dedicate one switch per rack?
A. Top of rack
B. End of row
C. Blade Switch
D. Middle of row
Correct Answer: B

Question 176
You need to use source specific multicast, which addressing should you use ?
A. 224.0.0.0/8
B. 232.0.0.0/8
C. 248.0.0.0/8
D. 254.0.0.0/8
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
The 232.0.0.0/8 (IPv4) and FF3x::/32 (IPv6) block is reserved for use by source-specific multicast.
https://en.wikipedia.org/wiki/Multicast_address
Question 177

Which STP feature allows an access port to bypass the learning and listening?
A. PortFast
B. BPDU Guard
C. BPDU Filter
D. UplinkFast
Correct Answer: A
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Question 178
Which option describes the purpose of the auto-cost reference bandwidth 10000 command under the OSPF process?
A. Recognize redundant 10 Megabit links
B. Differentiate cost on a 10 Gigabit Ethernet trunk link
C. Change the default bandwidth for a 100 Megabit link
D. Adjust the link bandwidth for routing protocols
Correct Answer: B

Question 179
A company have single ASA hardware box and they need to separate company departments in way that they can apply
different rules on them, ACL, NAT, and so on...
Which mode is needed?
A. routed mode
B. transparent mode
C. multiple context mode
D. active failover mode
Correct Answer: C

Question 180
Which option is a method of restricting access for users based on user roles and locales?
A. RBAC
B. ACE
C. LDAP
D. RADIUS
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
In computer systems security, role-based access control (RBAC) is an approach to restricting system access to authorized
users. It is used by the majority of enterprises with more than 500 employees, and can implement mandatory access
control (MAC) or discretionary access control (DAC).
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Question 181
Which IPv4 multicast technical component measure provides architectural security?
A. IGMP max groups
B. access lists
C. scoped addresses
D. state limit
Correct Answer: C Section: (none) Explanation
Explanation/Reference:
The 239.0.0.0/8 range is assigned by RFC 2365 for private use within an organization. From the RFC, packets destined to
administratively scoped IPv4 multicast addresses do not cross administratively defined organizational boundaries, and
administratively scoped IPv4 multicast addresses are locally assigned and do not have to be globally unique. The RFC
also discusses structuring the 239.0.0.0/8 range to be loosely similar to the scoped IPv6 multicast address range described
in RFC 1884.
https://en.wikipedia.org/wiki/Multicast_address
Question 182
Which Cisco feature can be run on a Cisco router that terminates a WAN connection, to gather and provide WAN circuit
information that helps switchover to dynamically back up the WAN circuit?
A. Cisco Express Forwarding
B. IP SLA
C. Passive interface
D. Traffic shaping
Correct Answer: B
Question 183
Which protocol should be configured if a network administrator wants to configure multiple physical gateways to
participate simultaneously in packet forwarding?
A. HSRP

:/
/w
ww
.a
oo
we
.c
om

B. VRRP
C. GLBP
D. VTP
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
Gateway Load Balancing Protocol (GLBP) is a Cisco proprietary protocol that attempts to overcome the limitations of
existing redundant router protocols by adding basic load balancing functionality. In addition to being able to set priorities
on different gateway routers, GLBP allows a weighting parameter to be set.
The Virtual Router Redundancy Protocol (VRRP) is a computer networking protocol that provides for automatic
assignment of available Internet Protocol (IP) routers to participating hosts. This increases the availability and reliability
of routing paths via automatic default gateway selections on an IP subnetwork.
Hot Standby Router Protocol (HSRP) is a routing protocol that allows host computers on the Internet to use multiple
routers that act as a single virtual router, maintaining connectivity even if the first hop router fails, because other routers
are on "hot standby" - ready to go. Configured on Cisco routers running the Internet Protocol (IP) over Ethernet, Fiber
Distributed-Data Interface (FDDI), and token ring local area networks (LANs), HSRP provides automatic router backup.
Question 184
Port security supports which type of port?
A. SPAN destination port
B. EtherChannel port-channel port
C. Non-negotiating trunk port
D. DTP-enabled trunk port
Correct Answer: C

Question 185
Which two statements correctly identify considerations to take into account when deciding on Campus QoS Design
elements? (Choose two.)
A. Voice needs to be assigned to the hardware priority queue
B. Voice needs to be assigned to the software priority queue
C. Call signaling must have guaranteed bandwidth service
D. Strict-priority queuing should be limited to 50 percent of the capacity of the link
E. At least 33 percent of the link bandwidth should be reserved for default best-effort class
Correct Answer: AC
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Question 186
Which technology fulfills these requirements?
Utilize a connection that must support a range of traffic, voice, video, and data. This traffic must also support transmission
via a fixed blank 53-byte cell.
A. PPP
B. Frame Relay
C. ATM
D. MPLS
E. X.25
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
ATM multiplexed these 53-byte cells instead of packets which reduced worst-case cell contention jitter by a factor of
almost 30, reducing the need for echo cancellers.
https://en.wikipedia.org/wiki/Asynchronous_Transfer_Mode
Question 187
What are two characteristics of Cisco Global Site Selector? (Choose two.)
A. It helps verify end-to-end path availability
B. It provides traffic rerouting in case of disaster
C. HSRP, GLBP, and VRRP can be clients of GSS
D. BGP must be the routing protocol between the distributed data centers.
E. DNS responsiveness is improved by providing centralized domain management
Correct Answer: BE Section: (none) Explanation
Explanation/Reference:
The Cisco Global Site Selector (GSS) is a GSLB DNS appliance. The GSS is a part of the Cisco ACE family of loadbalancers. As an ACE family member, the GSS has the ability to closely monitor Cisco load-balancers via the KAL-AP
(keepalive appliance protocol).
packetpushers.net/quick-overview-cisco-gss-4492r-global-site-selector-gslb-dns-appliance/
Question 188
Which routing protocol provides the fastest convergence and greatest flexibility within a campus environment?

A. OSPF
B. IS-IS
C. BGP
D. EIGRP
Correct Answer: D
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Question 189
An engineer is designing a multi cluster bgp network, each cluster has 2 RRs and 4 RR clients which 2 options must be
considered?
A. Clients from all clusters should peer with all RRs
B. All route reflectors should be non client peers & topology partially meshed
C. All RRs must be non client peers in a fully meshed topology
D. Clients must not peer with IBGP speakers outside the client router
E. Clients should peer with at least one other client outside it's cluster
Correct Answer: CD
Question 190
To which switch or switches should you provide redundant links in order to achieve high availability with reliable fast
convergence in the enterprise campus?
A. to a core switch running Cisco NSF and SSO from redundant distribution switches connected with a Layer 2 link
B. to a core switch running Cisco NSF and SSO from redundant distribution switches connected with a Layer 3 link
C. to two core switches from redundant distribution switches connected with a Layer 2 link
D. to two core switches from redundant distribution switches connected with a Layer 3 link
E. to two core switches running Cisco NSF and SSO from two redundant distribution switches running Cisco NSF and
SSO
Correct Answer: D
Question 191
Which technology can block interfaces and provide a loop-free topology?
A. STP
B. VSS
C. VLAN
D. vPC
Correct Answer: A
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Question 192
Which two design recommendations are most appropriate when EIGRP is the data center core routing protocol? (Choose
two.)
A. Summarize data center subnets
B. Use passive interfaces to ensure appropriate adjacencies
C. Tune the EIGRP timers to enable EIGRP to achieve quicker convergence
D. Adjust the default bandwidth value to ensure proper bandwidth on all links
E. Advertise a default summary route into the data center core from the aggregation layer
Correct Answer: AB Section: (none) Explanation
Explanation/Reference:
Here are some recommendations on EIGRP design for the data center core layer:
Advertise a default summary route into the data center access layer with the ip summary- address eigrp interface
command on the aggregation layer.
If other default routes exist in the network, such as from the Internet edge, you might need to filter them using distribute
lists.
Summarize the data center access layer subnets with the ip summary-address eigrp interface command from the
aggregation layer.
Use the passive-interface default command, and advertise only on the links that need to participate in the routing process
using the no passive-interface interface command.
Question 193
A company uses BGP to connect with the ISP on the enterprise network and wants to improve performance due to the
increasing number of iBGP peers. Which two design solutions address the iBGP full mesh requirement? (Choose two.)
A. Route reflectors
B. condeferations
C. AS path prepending
D. communities
E. conditional advertising
Correct Answer: AB

Question 194
A well-designed IP addressing scheme supporting role-based functions within the subnet will result in the most efficient
use of which technology?
A. Layer 3 switching in the core
B. Network Admission Control (NAC)
C. IP telephony (voice and video) service
D. ACLs
Correct Answer: D
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Question 195
Which of the following two statements about Cisco NSF and SSO are the most relevant to the network designer? (Choose
two.)
A. You can reduce outages to 1 to 3 seconds by using SSO in a Layer 2 environment or Cisco NSF with SSO in a Layer 3
environment.
B. SSO and NSF each require the devices to either be graceful restart-capable or graceful restart-aware.
C. In a fully redundant topology adding redundant supervisors with NSF and SSO may cause longer convergence times
than single supervisors with tuned IGP timers
D. The primary deployment scenario for Cisco NSF with SSO is in the Distribution and Core layers.
Correct Answer: BC Section: (none)Explanation
Explanation/Reference:
http://www.ciscopress.com/articles/article.asp?p=1315434
In a fully redundant topology with tuned IGP timers, adding redundant supervisors with Cisco NSF and SSO may cause
longer convergence times than single supervisors with tuned IGP timers. NSF attempts to maintain the flow of traffic
through a router that has experienced a failure. NSF with SSO is designed to maintain a link-up Layer 3 up state during a
routing convergence event. However, because an interaction occurs between the IGP timers and the NSF timers, the tuned
IGP timers can cause NSF-aware neighbors to reset the neighbor relationships.
In nonredundant topologies, using Cisco NSF with SSO and redundant supervisors can provide significant resiliency
improvements.
"A graceful restart-aware neighbor is required so that graceful restart -capable systems can rebuild their databases and
maintain their neighbor adjacencies across a switchover."
Question 196
Which option lists the EIGRP minimum timer settings for hello and dead timers in seconds?
A. 4 and 6
B. 2 and 4
C. 2 and 6
D. Both 6
Correct Answer: C
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Question 197
Which two characteristics are most typical of a SAN? (Choose two.)
A. NICs are used for network connectivity.
B. Servers request specific blocks of data
C. Storage devices are directly connected to servers
D. A fabric is used as the hardware for connecting servers to storage devices
E. The TCO is higher because of the cost of director class storage switches.
Correct Answer: BD
Question 198
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Select and Place: Correct Answer:
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Question 199
An engineer notices that many BGP peers utilize the same configuration parameters. What can the engineer configure to
simplify BGP neighbor statements and generate more efficient BGP peer updates?
A. peer groups
B. policy templates
C. session templates
D. peer address families
Correct Answer: A
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Question 200
A company requires real-time SAN replication between two remote locations. What is the standard path selection protocol
for fabric routing?
A. FSPF
B. FICON
C. FCoE
D. SCSI
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
Fabric Shortest Path First (FSPF) is the standard path selection protocol used by Fibre Channel fabrics. The FSPF feature
is enabled by default on all Fibre Channel switches. Except in configurations that require special consideration, you do not
need to configure any FSPF services. FSPF automatically calculates the best path between any two switches in a fabric.
Specifically, FSPF is used to:
Dynamically compute routes throughout a fabric by establishing the shortest and quickest path between any two switches.
Select an alternative path in the event of the failure of a given path. FSPF supports multiple paths and automatically
computes an alternative path around a failed link. It provides a preferred route when two equal paths are available.
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/nx-os/configuration/guides/fabric/
fabric_fm_4_2_published/fm_fabric/fspf.html
Question 201
Which technology provides a layer 2 loop free and does not contain a port state named "Blocking"?
A. RPVST+
B. PVST+
C. MST
D. CST
Correct Answer: A
Question 202
IP multicast packets when designing IPSec VPN?
A. IPSec forwarding using tunnel mode
B. Encapsulation of traffic with GRE or VTI
C. Additional bandwidth for headend
D. IPSec forwarding using transport mode
Correct Answer: B

Question 203
What is an advantage of using the Virtual Device Contexts feature in a data center environment?
A. The same VLAN cannot be configured in separate Virtual Device Contexts
B. This feature provides fault domain separation
C. Supervisor modules are shared between Virtual Device Contexts.
D. Fabric modules are shared between Virtual Device Contexts
Correct Answer: B
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Question 204
A network engineer is designing an access layer that requires all uplinks to be active. Furthermore, VLANs must span
across the entire switch block. What design fulfills this requirement?
A. Layer 2 looped triangle
B. Layer 2 looped square
C. Layer 2 loop-free U
D. Layer 2 loop-free inverted U
Correct Answer: D Section: (none)Explanation
Explanation/Reference: The table in Figure 6-1 contains the following column headings:
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Uplinks in blocking or standby state—Some access layer designs can use both uplinks (active-active), while others have
one link active and the other blocked on a per-VLAN basis by spanning tree, or completely unused in a backup mode
only. A plus is given to those models that have both uplinks active.
VLAN extension across the access layer—A plus is given to those access design models that permit a VLAN to be
extended to all access switches that are connected to a common aggregation module.
Service module black holing—An uplink failure on the access layer switch could break connectivity between the servers
and the service modules being used.
Single attached server black holing—If an access switch has a single uplink, it could be a large failure exposure point.
Uplinks that use Distributed EtherChannel can reduce the chances of black holing. Server load balancing to a VIP that
includes servers physically connected across multiple access switches is another technique that can be used, as well as
server NIC teaming.
Access switch density per aggregation module—When 10GE uplinks are used, port density at the aggregation layer can be
a challenge. Some access layer designs permit a larger number of access layer switches per aggregation module than
others.
Inter-switch link bandwidth scaling—Some access layer designs send all traffic towards the primary root aggregation
switch, while other designs send traffic towards both aggregation switches. When sending to both aggregation switches,
50 percent of the traffic typically passes over the inter-switch link to reach the active HSRP default gateway and active
service module pair. The amount of bandwidth used for the inter-switch links becomes very important in these designs
and can create scaling challenges.
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DC_Infra2_5/DCInfra_6.html
Question 205
Which three options are recommended practices when configuring VTP? (Choose three.)
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A. Set the switch to transparent mode
B. Set the switch to server mode
C. Enable VLAN pruning
D. Disable VLAN pruning
E. Specify a domain name
F. Clear the domain name
Correct Answer: ADE Section: (none)Explanation
Explanation/Reference:
VLAN Trunking Protocol (VTP) is a protocol that enables network managers to centrally manage the VLAN database.
VTP transparent mode is now a recommended practice because it decreases the potential for operational error.
By default, Cisco switches are configured as a VTP server with no VTP domain name specified.
Therefore, it is also recommended when configuring switches along with setting the mode to Transparent, to set the VTP
domain name. This is important if you are connecting your switch to other domains, such as a service provider switch.
Misconfiguration of the switch as a server or client with no VTP domain name will cause it to accept the domain name of
an adjacent VTP server and overwrite the local VLAN database.
As a recommended practice, when configuring switch-to-switch interconnections to carry multiple VLANs, set Dynamic
Trunking Protocol (DTP) to Desirable and Desirable with Encapsulation Negotiate to support DTP negotiation.
VTP version 3 supports centralized VLAN administration in a switched network. VTP runs only on trunks and provides
the following four modes:
Server: Updates clients and servers. The VTP server switch propagates the VTP database to VTP client switches. Client:
Receives updates but cannot make changes. Transparent: Does not participate in the VTP domain. Lets updates pass
through. Off: Ignores VTP updates.
With VTP, when you configure a new VLAN on a switch in VTP server mode, the VLAN is distributed through all
switches in the VTP domain. This redistribution reduces the need to configure the same VLAN everywhere.
Another recommended practice is to manually prune unused VLANs from trunked interfaces to avoid broadcast
propagation. You should avoid automatic VLAN pruning.
http://www.ciscopress.com/articles/article.asp?p=1315434&seqNum=2
Question 206
For which engine an IPS can use its reputation awareness? (Choose two)
A. Reputation filtering
B. Reputation subscriptions
C. Correlation rules
D. Global correlation inspection
Correct Answer: AC Section: (none)Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/
Correlation_Policies.html
Correlation rules -> Connection Tracker -> URL Reputation
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Question 207
Which two modes does LACP support? (Choose two.)
A. on
B. passive
C. associated
D. link
Correct Answer: AB

Question 208
Which route summarization most efficiently reduces perceived network complexity that is composed of subnetworks
ranging from 172.16.20.0/24 to 172.16.36.0/24?
A. 172.16.8.0/21
B. 172.16.8.0/19
C. 172.16.20.0/20
D. 172.16.0.0/18
E. 172.16.20.0/19
Correct Answer: D
Question 209
What is the recommended subnet between two sites that have a point-to-point connection to conserve IP addresses?
A. 255.255.255.0
B. 255.255.252.0
C. 255.255.255.252
D. 255.255.255.240
Correct Answer: C

Question 210
Which two of these are recommended practices with trunks? (Choose two.)
A. use ISL encapsulation
B. use 802.1q encapsulation
C. set ISL to desirable and auto with encapsulation negotiate to support ISL protocol negotiation
D. use VTP server mode to support dynamic propagation of VLAN information across the network
E. set DTP to desirable and desirable with encapsulation negotiate to support DTP protocol negotiation
Correct Answer: BE Section: (none) Explanation
Explanation/Reference:
"As a recommended practice, when configuring switch-to-switch interconnections to carry multiple VLANs, set Dynamic
Trunking Protocol (DTP) to Desirable and Desirable with Encapsulation Negotiate to support DTP negotiation."
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Question 211
When is a first-hop redundancy protocol needed in the distribution layer?
A. when the design implements Layer 2 between the access and distribution blocks
B. when multiple vendor devices need to be supported
C. when preempt tuning of the default gateway is needed
D. when a robust method of backing up the default gateway is needed
Correct Answer: A

Question 212
What network storage protocol uses a connection standard incompatible with shared 10Gb Ethernet physical connection?
A. SMB
B. iSCSI
C. FC
D. NFS
E. CIFS
Correct Answer: C
Question 213
What data center network layer provides service module integration, Layer 2 domain definitions and default gateway
redundancy?
A. core
B. aggregation
C. access
D. edge
Correct Answer: B
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Question 214
A network engineer designing an access layer that requires all uplinks to be active, furthermore, VLANs must span across
the entire switch block. Which two design fulfill this requirement? (Choose two)
A. Layer 2 Flex Links
B. Layer 2 loop-free inverted U
C. Layer 2 loop square
D. Layer 2 loop-free U
Correct Answer: BC Section: (none) Explanation

:/
/w
ww
.a
oo
we
.c
om

The table in Figure 6-1 contains the following column headings:
Uplinks in blocking or standby state—Some access layer designs can use both uplinks (active-active), while others have
one link active and the other blocked on a per-VLAN basis by spanning tree, or completely unused in a backup mode
only. A plus is given to those models that have both uplinks active.
VLAN extension across the access layer—A plus is given to those access design models that permit a VLAN to be
extended to all access switches that are connected to a common aggregation module.
Service module black holing—An uplink failure on the access layer switch could break connectivity between the servers
and the service modules being used.
Single attached server black holing—If an access switch has a single uplink, it could be a large failure exposure point.
Uplinks that use Distributed EtherChannel can reduce the chances of black holing. Server load balancing to a VIP that
includes servers physically connected across multiple access switches is another technique that can be used, as well as
server NIC teaming.
Access switch density per aggregation module—When 10GE uplinks are used, port density at the aggregation layer can be
a challenge. Some access layer designs permit a larger number of access layer switches per aggregation module than
others.
Inter-switch link bandwidth scaling—Some access layer designs send all traffic towards the primary root aggregation
switch, while other designs send traffic towards both aggregation switches. When sending to both aggregation switches,
50 percent of the traffic typically passes over the inter-switch link to reach the active HSRP default gateway and active
service module pair. The amount of bandwidth used for the inter-switch links becomes very important in these designs
and can create scaling challenges.
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DC_Infra2_5/DCInfra_6.html
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Question 215
Which protocol is used in an in-band network and why?
A. UDP, because it is connectionless
B. SSH, because the username and password are encrypted
C. Telnet, because the username and password are sent in clear
D. MSDP, because it uses TCP as its transport protocol
Correct Answer: B

Question 216
A Layer 2 switch in the network has recently started broadcasting traffic out of every port and is impacting network
performance. The engineering department determines that a MAC overflow attack is the cause. Which two features can
protect and mitigate the damage of the attacks? (Choose two.)
A. Storm Control
B. Port Security
C. SPAN
D. BPDU Filters
E. IP Source Guard
F. VACLs
Correct Answer: AB

Question 217
A network engineer must provide 40mb connections from the data center to the corporate office and two remote offices.
What WAN connectivity option will outsource the routing in cooperation with the service provider?
A. Ethernet Private Line
B. Ethernet Multipoint Service
C. MPLS VPN
D. VPLS
Correct Answer: C
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Question 218
Refer to the exhibit.
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A. 10.3.2.4
B. 10.2.2.2
C. 10.2.2.1
D. 10.2.2.3
Correct Answer: A

Question 219
What SAN technology can accomplish fabric infrastructure implementation using multiple fabrics?
A. VSAN
B. IVR
C. SCSI
D. NAS
Correct Answer: A
Question 220
Which two options are VRF components. (Choose two.)
A. RIB
B. VSS
C. FIB
D. HSRP
Correct Answer: AC
Question 221

Which two protocols are used for high availability in enterprise networks? (Choose two.)
A. BGP
B. GLBP
C. RSTP
D. VRRP
E. OSPF
Correct Answer: BD
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Question 222
To support the enterprise high-availability requirements, which workgroup switch technology can be used to interconnect
multiple switches into a single logical unit?
A. StackWise
B. EtherChannel
C. vPC
D. Flex Links
E. VSS
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
Cisco StackWise technology unites up to nine individual Cisco Catalyst 3750 switches into a single logical unit, using
special stack interconnect cables and stacking software. The stack behaves as a single switching unit that is managed by a
master switch elected from one of the member switches.
http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-3750-series-switches/
prod_white_paper09186a00801b096a.html
Question 223
Which statement about IPS and IDS solutions is true?
A. IDS and IPS read traffic only in inline mode
B. IDS and IPS read traffic only in promiscuous mode
C. An IDS reads traffic in inline mode, and an IPS reads traffic in promiscuous mode
D. An IDS reads traffic in promiscuous mode, and an IPS reads traffic in inline mode.
Correct Answer: D
Question 224
Which type of connectivity is required for VPLS?
A. Full mesh
B. Partial mesh
C. Star
D. Bus
E. Ring
Correct Answer: A
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Question 225
SDN solution for WAN which is support automation, PnP (Plug and Play) application delivers on WAN..
A. APIC
B. APIC-EM
C. Enterprise NFV
D. WAAS
E. ACI
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
The Cisco® Application Policy Infrastructure Controller - Enterprise Module (APIC-EM) is our software-defined
networking (SDN) controller for enterprise networks (in the campus or branch and the WAN). It delivers an elastic
platform for policy-based automation that simplifies and abstracts the network. It can enable transformation of business
intent to network control. The platform is built to host multiple, easy-touse SDN applications that use open, northbound
representational state transfer (REST) APIs and drive core network automation solutions. The platform also supports a
number of southbound protocols that enable it to communicate with the breadth of network devices customers already
have in place, and extend SDN benefits to both greenfield and brownfield environments, immediately from the start. The
goal of the APIC-EM platform is to power next-generation SDN applications that will dramatically lower operational
expenditures and increase network agility to align with business needs.
The APIC-EM platform supports both wired and wireless enterprise networks across the WAN, and access and wireless
infrastructures. It offers superior investment protection, and works with both existing and new infrastructure. The APICEM platform delivers many significant benefits. For example, it:
Creates an intelligent, open, programmable network with open APIs
Can help customers save time, resources, and costs through advanced automation services
Can transform business-intent policies into dynamic network configuration

Provides a single point for network-wide automation and control
http://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/application-policyinfrastructure-controllerenterprise-module/datasheet-c78-730594.html

Question 227
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Question 226
A network designer needs to explain the advantages of route summarization to a client. Which two options are advantages
that should be included in the explanation? (Choose Two)
A. Increases security by advertising fake networks.
B. Reduces routing table size
C. Advertises detailed routing size
D. Utilizes the routers full CPU capacity
E. Reduces the upstream impact of a flapping interface.
Correct Answer: BD

Select and Place:
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Correct Answer: Section: (none)Explanation

Question 228
An engineer is designing a new data center network so that the topology maintains fewer uplinks to the aggregation layer
to reduce STP processing requirements. What data center topology meets the RFP requirements?
A. mesh
B. top of rack
C. star
D. end of row
Correct Answer: D Section: (none) Explanation
Explanation/Reference:
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Question 229
Refer to the exhibit.
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Which two features can enable high availability for first-hop Layer 3 redundancy? (Choose two.)
A. VPC
B. IGMP V2
C. VRRP
D. PIM
E. HSRP
Correct Answer: CE

Question 230
Which two technologies provide web and URL filtering and mitigate zero-day malware? (Choose two)
A. Cisco CWS
B. Cisco WSA
C. Cisco GETVPN
D. Cisco ESA
E. NAT/PAT
Correct Answer: AB Section: (none) Explanation
Explanation/Reference:
Cisco CWS: Cisco Cloud Web Security https://www.cisco.com/c/en/us/products/collateral/security/cloud-websecurity/data_sheet_c78729637.html
Cisco WSA: Cisco Web Security Appliance https://www.cisco.com/c/en/us/products/collateral/security/content-securitymanagement-appliance/ datasheetc78-729630.html
Cisco ESA: Email Security Appliance
Question 231

Question 232
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Which three statements about Network Attached Storage are correct? (Choose three.)
A. Data is accessed using NFS or CIFS.
B. Data is accessed at the block level
C. NAS is referred to as captive storage
D. Storage devices can be shared between servers
E. A NAS implementation is not as fast as a DAS implementation.
Correct Answer: ADE Section: (none) Explanation
Explanation/Reference:
A network-attached storage (NAS) device is the most efficient and manageable way to centralize, protect, and share
information. Online backup can provide additional peace of mind by securely storing your business data offsite. By
choosing a comprehensive solution that combines both backup options, you get data protection you can trust.
A typical Direct Attached Storage (DAS) system is made of a data storage device (for example enclosures holding a
number of hard disk drives connected directly to a computer through a host bus adapter (HBA).
Between those two points there is no network device (like a switch or router). The main protocols used for DAS
connections are ATA, SATA, eSATA, SCSI, SAS, USB, USB 3.0, IEEE 1394 and Fibre Channel.

Select and Place:
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Correct Answer:

Question 233
Refer to the exhibit.
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The Cisco Nexus 1000V in the VMware vSphere solution effectively creates an additional access layer in the virtualized
data center network; which of the following 1000V characteristics can the designer take advantage of?
A. Offloads the STP requirement from the external Access layer switches
B. If upstream access switches do not support vPC or VSS the dual-homed ESX host traffic can still be distributed using
virtual port channel host mode using subgroups automatically discovered through CDP
C. Allows transit traffic to be forwarded through the ESX host between VMNICs
D. Can be divided into multiple virtual device contexts for service integration, enhanced security, administrative
boundaries, and flexibility of deployment
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
"Virtual Port Channel Host Mode Virtual Port Channel Host Mode (vPC-HM), shown in Figure 5-33 , allows a port
channel from the Cisco Nexus 1000V to be terminated on two separate upstream switches, even if these switches do not
support a clustering technology, such as vPC or VSS."
Question 234
An organization is using a link state routing that is not dependent on IP addressing .Which action enable information
across area boundaries in this organization ?
A. Assign level 1 router interface
B. Assign level 1 routers to different areas
C. Assign level 2 router interface to the backbone area
D. Assign level 2 router to different areas
E. Assign level 2 router interface to different area
Correct Answer: D
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Question 235
What is the latest Cisco high-availability solution?
A. VRRP
B. HSRP
C. VSS
D. GLBP
Correct Answer: C

Question 236
Which four primary attributes define a WAN service? (Choose four.)
A. bandwidth
B. bursting capacity
C. memory
D. CPU
E. QoS classes and policies
F. latency
G. multicast support
Correct Answer: ABEG

Question 237
Which three virtualization categories are in campus networks? (Choose three.)
A. Layer 2 virtualization
B. Layer 3 clustering
C. network virtualization
D. device virtualization
E. network clustering
F. device clustering
Correct Answer: CDF
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Question 238
Which technology allows network managers to centrally manage the VLAN database?
A. VTP
B. VLAN
C. VSS
D. vPC
Correct Answer: A

Question 239
A network engineer is designing a network that must incorporate seamless failover when a link failure occurs between the
core and distribution layer. What two technologies will allow this? (Choose two)
A. ECMP
B. RSTP
C. MEC
D. GLBP
Correct Answer: AC

Question 240
Which option describes why duplicate IP addresses reside on the same network in Cisco network design?
A. HSRP designed network
B. Using Cisco ACE in active/passive mode
C. VRRP designed network
D. Running multiple routing protocols
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
Strange Q. Wrong config on FHRP could also end up in duplicate address. EDIT: Actually, the Q ask for a VALID design
where there is duplicate address.
Question 241
When designing layer 2 STP based LAN with FHRP, what design recommendation should be followed?
A. Assign STP root with active FHRP device
B. Assign native VLAN to lowest number in use
C. Avoid configuring router preempt
D. Avoid modifying STP & FHRP default timers
Correct Answer: A
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Question 242
Which virtualization technology allows for HSRP protocol to be used in the active/active configuration where both HSRP
Layer 3 devices can forward network traffic?
A. OTV
B. VSS
C. vPC
D. VDC
Correct Answer: C

Question 243
Which two methods are available to connect a Cisco IOS device to an active directory domain for authentication? (Choose
two)
A. LDAP (Lightweight Directory Access Protocol)
B. Radius
C. TACACS+
D. AAA
Correct Answer: AB
Question 244

Which two network management capabilities that are embedded in Cisco IOS Software will baseline existing application
traffic? (Choose two.)
A. Syslog
B. AutoQoS
C. NetFlow
D. SNMP
E. NBAR
F. Logging
Correct Answer: CE
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Question 245
Which option is the Cisco preferred, most versatile, and highest-performance way to deploy IPv6 in existing IPv4
environments?
A. dual stack
B. hybrid
C. service block
D. dual service
Correct Answer: A

Question 246
In which NAS operating mode are ACL filtering and bandwidth throttling only provided during posture assessment?
A. Layer 2
B. in-band
C. out-of-band
D. edge
E. central
F. Layer 3
Correct Answer: C Section: (none) Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/ch06.html
"In out-of-band traffic flow, the Cisco NAS is in the traffic path only during the posture assessment.
Out-of-band mode provides VLAN port-based and role-based access control. ACL filtering and bandwidth throttling are
provided only during posture assessment."
Question 247
A network engineer is designing a dual router, dual ISP solution and must prefer one ISP for inbound traffic over the
other. Which two BGP attributes can be manipulated to accomplish this goal? (Choose two.)
A. AS path
B. MED
C. local preference
D. weight
E. origin code
Correct Answer: AB
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Question 248
A company is running BGP on the edge with multiple service providers in a primary and secondary role. The company
wants to speed up time if a failure were to occur with the primary, but they are concerned about router resources. Which
method best achieves this goal?
A. Utilize BFD and lower BGP hello interval
B. Decrease the BGP keepalive timer
C. Utilize BFD and tune the multiplier to 50
D. Utilize BFD and keep the default BGP timers
Correct Answer: D
Question 249
AutoQoS is used to implement VoIP in the enterprise, but the trust option is not configured on the interface. Which
network management Cisco IOS capability classifies the voice traffic?
A. NetFlow
B. SNMP
C. IP SLAs
D. NBAR
Correct Answer: D
Question 250
With which of the following could EIGRP and OSPF achieve sub second convergence ? (Choose Two)

A. Bidirectional Forwarding Detection (BFD)
B. Triangle topology
C. Square topology
D. Ring topology
E. Tuning timers
F. IP SLA
Correct Answer: AB
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Question 251
Seven sites are connected via OTV, what is the best practice to connect more than tree sites using OTV?
A. Filter MAC address at the join interface
B. Use multicast-enabled transport
C. Use Unicast-only transport
D. Configure one edge device for each data center
Correct Answer: B

Question 252
What is the next action taken by the Cisco NAC Appliance after it identifies a vulnerability on a client device?
A. denies the client network resource access
B. repairs the effected devices
C. generates a Syslog message
D. permits the client but limits to guest access
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/security/nac/appliance/configuration_guide/47/cam/47cam-book/ m_intro.html
"Cisco NAC Appliance compliance policies reduce the threat of computer viruses, worms, and other malicious code on
your network. Cisco NAC Appliance is a powerful tool that enables you to enforce network access requirements, detect
security threats and vulnerabilities on clients, and distribute patches, antivirus and antispyware software. It lets you block
access or quarantine users who do not comply with your security requirements, thereby stopping viruses and worms at the
edge of the network, before they can do harm."
Question 253
Which two services are provided at the aggregation layer in a data center design? (Choose two.)
A. service module integration
B. default gateway redundancy
C. high-speed packet switching backplane
D. network interface card teaming
E. Layer 3 domain definitions
Correct Answer: AB
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Question 254
Which architecture provides a way to deliver end-to-end QoS as required by real-time voice and video business
applications?
A. IntServ
B. DiffServ
C. LLQ
D. ToS
E. DSCP
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
DiffServ is known as "Hop-by-Hop" and not "End-to-End"
Question 255
Which three Layer 2 access designs have all of their uplinks in an active state? (Choose three.)
A. Flex Links
B. loop-free U
C. looped square
D. looped triangle
E. loop-free inverted U
Correct Answer: BCE Section: (none) Explanation
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The table in Figure 6-1 contains the following column headings:
Uplinks in blocking or standby state—Some access layer designs can use both uplinks (active-active), while others have
one link active and the other blocked on a per-VLAN basis by spanning tree, or completely unused in a backup mode
only. A plus is given to those models that have both uplinks active.
VLAN extension across the access layer—A plus is given to those access design models that permit a VLAN to be
extended to all access switches that are connected to a common aggregation module.
Service module black holing—An uplink failure on the access layer switch could break connectivity between the servers
and the service modules being used.
Single attached server black holing—If an access switch has a single uplink, it could be a large failure exposure point.
Uplinks that use Distributed EtherChannel can reduce the chances of black holing. Server load balancing to a VIP that
includes servers physically connected across multiple access switches is another technique that can be used, as well as
server NIC teaming.
Access switch density per aggregation module—When 10GE uplinks are used, port density at the aggregation layer can be
a challenge. Some access layer designs permit a larger number of access layer switches per aggregation module than
others.
Inter-switch link bandwidth scaling—Some access layer designs send all traffic towards the primary root aggregation
switch, while other designs send traffic towards both aggregation switches. When sending to both aggregation switches,
50 percent of the traffic typically passes over the inter-switch link to reach the active HSRP default gateway and active
service module pair. The amount of bandwidth used for the inter switch links becomes very important in these designs and
can create scaling challenges.
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DC_Infra2_5/DCInfra_6.html
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Question 256
What is the maximum number of neighbors that a router should have in an OSPF area?
A. 5
B. 30
C. 50
D. 60
Correct Answer: D

Question 257
Which of these is true of IP addressing with regard to VPN termination?
A. addressing designs need to allow for summarization
B. termination devices need routable addresses inside the VPN
C. IGP routing protocols will update their routing tables over an IPsec VPN
D. designs should not include overlapping address spaces between sites, since NAT is not supported
Correct Answer: A
Question 258
The Cisco Nexus 1000V is intended to address which disadvantage of the VMware vSphere solution?
A. Inability to deploy new functional servers without requiring physical changes on the network

B. Complexity added by the requirement for an ESX host for each virtual machine
C. Network administrators lack control of the access layer of the network
D. To increase the number of physical infrastructure and the virtual machines that can be managed
Correct Answer: C
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Question 259
Which protocol will not adhere to the design requirement of the control plane being either separated or combined within a
virtualization technology?
A. FHRP
B. STP
C. CEF
D. NSF with SSO
Correct Answer: B
Question 260
Which OSPF concept is used to relate areas to the backbone area through another area?
A. Virtual Links
B. Backup Links
C. Inter-backbone Links
D. Point-to-point Links
Correct Answer: A

Question 261
Which QoS mechanism uses PHBs?
A. DiffServ
B. IntServ
C. CoS
D. ToS
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
DiffServ relies on a mechanism to classify and mark packets as belonging to a specific class. DiffServaware routers
implement per-hop behaviors (PHBs), which define the packet-forwarding properties associated with a class of traffic.
Different PHBs may be defined to offer, for example, low-loss or low-latency.
https://en.wikipedia.org/wiki/Differentiated_services
Question 262
Which two features can you implement to control which networks are advertised by a BGP router? (Choose two.)
A. prefix lists
B. route maps
C. policy maps
D. router SNMP statements
E. crypto maps
Correct Answer: AB
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Question 263
Which two benefits are achieved if a network is designed properly with a structured addressing scheme?
(Choose two.)
A. efficient ACLs
B. improved redundancy
C. hardened security
D. easier troubleshooting
E. added resiliency
Correct Answer: AD
Question 264
Which option must be included in the design when implementing a triangle looped access layer design?
A. first hop redundancy protocol
B. Single uplinks between access and distribution switches
C. Layer 2 links between access switches
D. Layer 3 links between distribution switches
Correct Answer: A

Question 265
A client security policy requires separate management control planes for different divisions with the company, which
technology can be used to achieve this requirement while minimizing physical devices?

A. Virtual routing and forwarding
B. Virtual device contexts
C. Virtual Switching System
D. Virtual Local Area Networks
E. Virtual port channels
Correct Answer: B
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Question 266
Which option provides software modularity in Cisco NX-OS software in the data center design?
A. The ip routing command enables all of the features in the Cisco NX-OS.
B. All of the features are enabled by default in the Cisco NX-OS.
C. Individual features must be manually enabled to start the process
D. The Cisco NX-OS has a management VRF that is enabled by default
Correct Answer: C

Question 267
OSPF stub areas are an important tool for the Network designer; which of the following two should be considered when
utilizing OSPF stub areas? (Choose two)
A. OSPF stub areas increase the size of the LSDB with the addition of Type 3 and 5 LSAs
B. OSPF not so stubby areas are particularly useful as a simpler form of summarization
C. OSPF stub areas are always insulated from external changes
D. OSPF totally stubby areas cannot distinguish among ABRs for the best route to destinations outside the area
E. OSPF stub areas can distinguish among ASBRs for destinations that are external to the OSPF domain
Correct Answer: CD

Question 268
A link state routing protocol wants to connect two separate domains, what should be configured (it's a question about ISIS)?
A. Level 1 router
B. Level 1 router interface
C. Level 2 router interface
D. Level 2 router
Correct Answer: D
Question 269
The WAN link between HQ and Branch ... What Technology that to be routed in a more informed way , ...
A. Policy base routing
B. On demand routing
C. Static routing
D. Performance routing
Correct Answer: D
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Question 270
NAC: Simple access control at user and device contextual level. Which features are needed ? (Choose Two)
A. secure access control
B. TrustSec
C. ISE
D. NAC agent
Correct Answer: CD
Question 271
Drag the IS-IS fast convergence components on the left to the order in which they occur on the right.
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Select and Place:
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Correct Answer: Section: (none)Explanation

Explanation/Reference:
First – Failure detection time Second – Event propagation time Third – SPF run time Fourth – RIB FIB update time
Question 272
In what situation must spanning-tree be implemented?
A. When redundant Layer 2 links, that are not part of a single EtherChannel or bundle, exist between distribution switches
B. When redundant Layer 3 links, that are not part of a single EtherChannel or bundle, exist between distribution switches
C. Between Distribution and Core switches when interfaces are configured with "no switchport"
D. Between Distribution and Core switches when VSS is configured
Correct Answer: A
Question 273
What Nexus technology avoids blocking links between the access layer and the aggregation layer in a data center network
design?
A. FCoE
B. LACP
C. vPC
D. FEX

Correct Answer: C
Question 274
What is an advantage of using the Cisco FabricPath feature in a data center environment?
A. VSS does not have to be configured
B. Transparent Interconnection of Lots of Links can be configured simultaneously
C. Equal-Cost Multipath can be used to choose the forwarding path
D. The control plane and management plane remain separate
Correct Answer: C
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Question 275
In which OSI layer does IS-IS operate?
A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
Correct Answer: B

Question 276
Which statement about data center access layer design modes is correct?
A. The access layer is the first oversubscription point in a data center design
B. The data center access layer provides the physical-level connections to the server resources and only operates at Layer
3
C. When using a Layer 2 looped design, VLANs are not extended into the aggregation layer
D. When using a Layer 3 design, stateful services requiring Layer 2 connectivity are provisioned from the aggregation
layer
Correct Answer: A
Question 277
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Select and Place:

Correct Answer:
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Question 278
Refer to the exhibit.

Which statement about the ASA is true?
A. The management interface is reachable only from VLAN 30.
B. The management interface is reachable only from VLAN 40.
C. It is running in transparent mode
D. It is running in routed mode.
Correct Answer: C
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Question 279
Which of the following two are effective and simple means of employing route summarization within the Enterprise
Campus network? (Choose two)
A. A default route (0.0.0.0 /0) advertised dynamically into the rest of the network
B. Route filtering to manage traffic flows in the network, avoid inappropriate transit traffic through remote nodes, and
provide a defense against inaccurate or inappropriate routing updates
C. Use manual split horizon
D. Use a structured hierarchical topology to control the propagation of EIGRP queries
E. Open Shortest Path First (OSPF) stub areas
Correct Answer: AE
Question 280
An HSRP design requirement states that preemption must be enabled for the active switch, which is a Cisco 4507R.
Assume a boot time of 300 seconds. Which setting of the preemption delay timer minimizes the loss of traffic?
A. 50 seconds
B. 100 seconds
C. 150 seconds
D. 200 seconds
Correct Answer: D Section: (none)Explanation
Explanation/Reference:

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/HA_campus_DG/ hacampusdg.html#wp1107923
"The recommended best practice is to measure the system boot time, and set the HSRP preempt delay statement to 50
percent greater than this value. This ensures that the HSRP primary distribution node has established full connectivity to
all parts of the network before HSRP preemption is allowed to occur"-> We can't choose 450 seconds so we take the
higher delay available..
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Question 281
Which feature can be used in the Cisco Nexus 7000 to create a snapshot of the current configuration?
A. Cisco FabricPath
B. HSRP
C. Rollback
D. vPC
Correct Answer: C
Question 282
Which two options improve BGP scalability in a large autonomous system? (Choose two.)
A. route reflectors
B. route redistribution
C. confederations
D. communities
Correct Answer: AC

Question 283
Which two of these are characteristics of multicast routing? (Choose two.)
A. multicast routing uses RPF.
B. multicast routing is connectionless
C. In multicast routing, the source of a packet is known
D. When network topologies change, multicast distribution trees are not rebuilt, but use the original path
E. Multicast routing is much like unicast routing, with the only difference being that it has a a group of receivers rather
than just one destination
Correct Answer: AC Section: (none) Explanation
Explanation/Reference:
In multicast, the router forwards the packet away from the source to make progress along the distribution tree and prevent
routing loops. The router's multicast forwarding state runs more logically by organizing tables based on the reverse path,
from the receiver back to the root of the distribution tree. This process is known as reverse-path forwarding (RPF).
https://www.juniper.net/documentation/en_US/junos/topics/concept/multicast-reverse-path-forwarding.html
Question 284
Which two options regarding the Cisco TrusSec Security Group Tag are true? (Choose Two.)
A. It is assigned by the Cisco ISE to the user or endpoint session upon login.
B. Best practice dictates it should be statically created on the switch
C. It is removed by the Cisco ISE before reaching the endpoint
D. Best Practice dictates that deployments should include a guest group allowing access to minimal
E. Best Practice dictates that deployments should include a security group for common services such as DNS and DHCP
Correct Answer: AE
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Question 285
Which three options are benefits of using VRFs within an enterprise network? (Choose three.)
A. simplifies configuration and troubleshooting
B. enables partitioning of network resources
C. enhances security between user groups
D. provides additional redundancy at Layer 3
E. allows for routing and forwarding separation
F. improves routing protocol convergence
Correct Answer: BCE
Question 286
Which option is a recommended firewall topology?
A. using two firewalls with stateful failover switched mode
B. using one firewall with NAT enabled in transparent mode
C. using two firewalls in active/active mode
D. using one firewall with stateful failover enabled in routed mode
Correct Answer: C
Question 287

Which two protocol characteristics should be most considered when designing a single unified fabric for the Data Center?
(Choose two.)
A. FCIP or FCoE allow for easier integration by using the Fibre Channel Protocol (FCP) and Fibre Channel framing
B. iSCSI uses a special EtherType and an additional header containing additional control information
C. FCIP and iSCSI has higher overhead than FCoE owing to TCP/IP
D. FCoE was initially developed to be used as a switch-to-switch protocol, while FCIP is primarily meant to be used as an
access layer protocol to connect hosts and storage to a Fibre Channel SAN
E. FCoE requires gateway functionality to integrate into an existing Fibre Channel network
Correct Answer: AC
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Question 288
Which of the following is a result when designing multiple EIGRP autonomous systems within the Enterprise Campus
network?
A. Improves scalability by dividing the network using summary routes at AS boundaries
B. Decreases complexity since EIGRP redistribution is automatically handled in the background
C. Reduces the volume of EIGRP queries by limiting them to one EIGRP AS
D. Scaling is improved when a unique AS is run at the Access, Distribution, and Core layers of the network
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
"Organizations with very large networks may use multiple EIGRP autonomous systems as a way to divide their networks:
Generally, this type of design approach uses summary routes at autonomous system boundaries to contain summary
address blocks of prefixes in very large networks and to address the EIGRP query propagation issue."
Question 289
ASA firewall cause outage....maintaining QOS in architecture ......(or)Cisco ASA in active /active mode, how to pass
almost like stateful info across to the other member?
A. ECMP
B. BFD
C. IP SLA
D. ASR groups
Correct Answer: D Section: (none)Explanation
Explanation/Reference:
ASR = Asymmetric routing
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Question 290
Refer to the exhibit The network engineer wants to ensure that receiver A does not receive traffic from the video
conference. For multicast traffic, where must the filtering be placed to fulfill that requirement?

A. R1

B. Video Conference
C. A
D. S1
E. R2
Correct Answer: D

:/
/w
ww
.a
oo
we
.c
om

Question 291
Recently, the WAN links between the headquarters and branch offices have been slow under peak congestion, yet
multiple alternate WAN paths exist that are not always congested. What technology can allow traffic to be routed in a
more informed manner to utilize transport characteristics such as delay, loss, or link load?
A. performance routing
B. static routing
C. on demand routing
D. policy based routing
Correct Answer: A

Question 292
A VPN solution requires bulk traffic encryption, low OpEx to add new sites, and the ability to accommodate dynamic
tunnels between branch locations. What VPN solution can fulfill these requirements?
A. GETVPN
B. SSL VPN
C. Easy VPN
D. DMVPN
Correct Answer: D
Question 293
Which option is correct when using Virtual Switching System?
A. Both control planes forward traffic simultaneously
B. Only the active switch forward traffic
C. Both data planes forward traffic simultaneously
D. Only the active switch handle the control plane
Correct Answer: C

Question 294
What to configure in BGP so that other BGP neighbours cannot influence the path of a route.
A. Lower MED
B. Higher Local pref
C. Higher weight
D. Lower router ID
Correct Answer: B
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Question 295
Which three statements about firewall modes are correct? (Choose three.)
A. A firewall in routed mode has one IP address
B. A firewall in transparent mode has one IP address.
C. In routed mode, the firewall is considered to be a Layer 2 device
D. In routed mode, the firewall is considered to be a Layer 3 device.
E. In transparent mode, the firewall is considered to be a Layer 2 device
F. In transparent mode, the firewall is considered to be a Layer 3 device
Correct Answer: BDE

Question 296
An Engineer is designing a Cisco Application Centric Infrastructure network ... What is the expected number of links
between Spine switches?
A. 0
B. 1
C. 2
D. 4
Correct Answer: A
Question 297
Which of the following is true concerning best design practices at the switched Access layer of the traditional layer 2
Enterprise Campus Network?
A. Cisco NSF with SSO and redundant supervisors has the most impact on the campus in the Access layer
B. Provide host-level redundancy by connecting each end device to 2 separate Access switches

C. Offer default gateway redundancy by using dual connections from Access switches to redundant Distribution layer
switches using a FHRP
D. Include a link between two Access switches to support summarization of routing information from the Access to the
Distribution layer
Correct Answer: A
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Question 298
What is an advantage of having an out-of-band management?
A. It is less expensive to have an out-of-band management.
B. Network devices can still be managed, even in case of network outage
C. There is no separation between the production network and the management network
D. SSH protocol must be used to manage network devices
Correct Answer: B
Question 299
You are assigned the network of 192.168.1.0/24. You want to split the network into four subnets that are all the same size.
Which three statements about the first subnet that you create are true? (Choose three.)
A. The subnet mask is 255.255.255.192
B. The last host IP address is 192.168.164
C. The subnet mask is 255.255.255.224
D. The subnet has up to 64 hosts
E. The last host IP address is 192.168.1.62
F. The subnet has up to 62 hosts
Correct Answer: AEF
Question 300
The direction of the flow of multicast traffic is based on which protocol?
A. PIM
B. IGMP
C. underlying IGP
D. MSDP
Correct Answer: C Section: (none)Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/ip_multicast/White_papers/mcst_ovr.html
"Reverse Path Forwarding (RPF) PIM uses the unicast routing information to create a distribution tree along the reverse
path from the receivers towards the source. The multicast routers then forward packets along the distribution tree from the
source to the receivers. RPF is a key concept in multicast forwarding. It enables routers to correctly forward multicast
traffic down the distribution tree. RPF makes use of the existing unicast routing table to determine the upstream and
downstream neighbors. A router will forward a multicast packet only if it is received on the upstream interface. This RPF
check helps to guarantee that the distribution tree will be loopfree."
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Question 301
Which two metric are used by EIGRP by default to calculate its cost ? (Choose two)
A. Bandwidth
B. Latency
C. MTU
D. Load
Correct Answer: AB

Question 302
Which option prevents the dropping of asymmetrically routed packets in active/active failover paired firewalls?
A. Nothing can be done to prevent this from happening.
B. Configure different policies on both firewalls.
C. Assign similar interfaces on each firewall to the same asymmetric routing group.
D. Assign similar interfaces on each firewall to a different asymmetric routing group.
Correct Answer: C
Question 303
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Which two practices will avoid Cisco Express Forwarding polarization?(Choose two.)
A. The core layer should use default Layer 3 hash information.
B. The core layer should use default Layer 4 hash information
C. The distribution layer should use default Layer 3 hash information
D. The distribution layer should use default Layer 4 hash information.
E. The core layer should use Layer 3 and Layer 4 information as input to the Cisco Expressing Forwarding hashing
algorithm.
F. The distribution layer should use Layer 3 and Layer 4 information as input into the Cisco Expressing Forwarding
hashing algorithm.
Correct Answer: AF
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Question 304
Which of these practices should you follow when designing a Layer 3 routing protocol?
A. Never peer on transit links
B. Build squares for deterministic convergence
C. Build inverted U designs for deterministic convergence
D. Summarize routes at the distribution to the core to limit EIGRP queries or OSPF LSA propagation
Correct Answer: D

Question 305
Two Cisco switches with 1 SUP and many 10G line-card ports for each switch, run in VSS mode. In which case or for
what reason you don't connect all VSL to SUP?
A. The need for hardware diversity
B. Bandwidth congestion at SUP
C. In case the sup fail
D. Qos must be configured on both
Correct Answer: A
Question 306
Which option can be implemented to manipulate the election of PIM DR to force multicast traffic to a certain path?
A. Assign a lower PIM DR priority to the PIM DR interface
B. Assign a lower IP address to the PIM DR interface
C. Assign a higher PIM DR priority to the PIM DR interface
D. Increase the cost on the PIM DR interface.

Correct Answer: C
Question 307
Which two of these are correct regarding the recommended practice for distribution layer design? (Choose two.)
A. use a redundant link to the core
B. use a Layer 2 link between distribution switches
C. never use a redundant link to the core because of convergence issues
D. use a Layer 3 link between distribution switches with route summarization
E. use a Layer 3 link between distribution switches without route summarization
Correct Answer: AE Section: (none) Explanation
Explanation/Reference:
We need to summarize from distribution to core but not between distribution switches
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Question 309
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Question 308
Which option is an advantage of using PIM sparse mode instead of PIM dense mode?
A. No RP is required.
B. There is reduced congestion in the network.
C. IGMP is not required.
D. It floods all multicast traffic throughout the network.
Correct Answer: B

Select and Place: Correct Answer:
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Question 310
There are 3 steps to confirm whether a range of IP addresses can be summarized. Which of the following is used in each
of these 3 steps?
A. The first number in the contiguous block of addresses
B. The last number in the contiguous block of addresses
C. The size of the contiguous block of addresses
D. The subnet mask of the original network address
Correct Answer: C
Question 311
Which two design principles should be followed to scale EIGRP properly? (Choose two.)
A. Ensure that the network design follows a structured hierarchical topology.
B. Utilize route summarization on edge devices.
C. Implement multiple autonomous systems, regardless of the size of the network.
D. Tune EIGRP delay metric on all core devices.
E. Configure offset lists on the network border.
Correct Answer: AB
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Question 312
What three benefits exist when utilizing Cisco Nexus technology for implementing a unified fabric design? (Choose
three.)
A. reduced cabling
B. fewer adapters
C. consolidated switching
D. increased bandwidth
E. enhanced redundancy
F. improved convergence
Correct Answer: ABC Section: (none) Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/ch06.html
Benefits of a unified fabric include the following:
Reduced cabling: Multiple Fibre Channel and Ethernet connections can be replaced with a single 10 Gigabit Ethernet
connection or a dual 10 Gigabit Ethernet connection for redundancy. In many cases, access layer cabling can be reduced
by 50 percent, or even more if the server uses multiple 1 Gigabit Ethernet connections.
Fewer access layer switches: In a typical top-of-rack (TOR) design, shown at the top of Figure 6-20, each rack contains at
least four separate switches: two Ethernet switches to support redundant LAN connections and two Fibre Channel
switches to support redundant SAN connections. By consolidating LAN and SAN connectivity on a single network, as
shown in the lower part of Figure 6-20, each rack needs just two access switches that can provide both redundant LAN
and SAN connectivity.
Fewer network adapters per server: By combining LAN and SAN connectivity on a single 10 Gigabit Ethernet adapter,
the number of network adapters that need to be installed in each server is heavily reduced. A single converged network
adapter (CNA) can replace the combination of a Fibre Channel HBA and one or more Gigabit Ethernet adapters.
Power and cooling savings: Reducing the number of access switches per rack and the number of network adapters per
server leads to a reduced demand for power. The less power that is used, the less heat that is generated. This also leads to
a reduction in cooling requirements. The lower number of access layer cables can also improve airflow in the data center,
which can lead to more efficient use of the available cooling.

Management integration: Combining LAN, SAN, and interprocess communication (IPC) networks on a single network
infrastructure not only reduces the number of managed devices but also the overall management complexity.
Wire once: Using a single type of connection, such as 10 Gigabit Ethernet, for LAN, SAN, and IPC eliminates the need to
recable racks to provision storage or network connectivity to a server.
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Question 313
Which two types of authentication mechanisms can be used by VRRP for security? (Choose two.)
A. SHA-1
B. MD5
C. SHA-256
D. plaintext authentication
E. PEAP
Correct Answer: BD
Question 314
Source traffic is sent to a VIP on an SLB device, which in turn is routed to the destination server. Return traffic is policybased routed back to the SLB. Which SLB design has been implemented?
A. router mode
B. inline bridge mode
C. one-armed mode
D. two-armed mode
Correct Answer: D Section: (none)Explanation
Explanation/Reference:
"In the one-armed approach, the SLB VIP and the physical servers are in the same VLAN or subnet. In the two-armed
approach, the SLB device routes traffic to the physical server subnet, which can be a private subnet."
Question 315
Which three options are basic design principles of the Cisco Nexus 7000 Series for data center virtualization? (Choose
three.)
A. easy management
B. infrastructure scalability
C. cost minimization
D. upgrade of technology
E. transport flexibility
F. operational continuity
Correct Answer: BEF
Question 316
Which two BGP attributes can be set with outbound policy to manipulate inbound traffic, if honored by the remote
Autonomous system (choose two)?
A. Multi-exit discriminator (MED)
B. AS path
C. Local Preference
D. Weight
Correct Answer: AB
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Question 317
Merging two company network. No subnets overlap, but engineer must limit the networks advertised to new organization.
Which feature implements this requirement?
A. interface ACL
B. stub area
C. passive interface
D. route filtering
E. route summary
Correct Answer: E
Question 318
Which feature set enables the full OSPF routing process when using a Cisco Catalyst 3750X Switch?
A. LAN base
B. IP base
C. IP services
D. enterprise access
Correct Answer: C
Question 319

Transition to Named EIGRP without causing an outage?
A. router eigrp NAME
B. router eigrp 1 named NAME
C. router eigrp 1 eigrp upgrade-cli NAME
D. interface fa0/1 ip router eigrp 1 named NAME
Correct Answer: C
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Question 320
Which protocol should be run on the LAN side of two edge routers (that are terminating primary and backup WAN
circuits) to provide quick failover in case of primary WAN circuit failure?
A. VTP
B. STP
C. VRRP
D. RIP
Correct Answer: C
Question 321
Which network virtualization technology provides logical isolation of network traffic at Layer 3?
A. VSS
B. VLAN
C. VRF-Lite
D. MEC
Correct Answer: C

Question 322
When a router has to make a rate transition from LAN to WAN, what type of congestion needs should be considered in
the network design?
A. RX-queue deferred
B. TX-queue deferred
C. RX-queue saturation
D. TX-queue saturation
E. RX-queue starvation
F. TX-queue starvation
Correct Answer: D
Question 323
Which of the following is true regarding the effect of EIGRP queries on the network design?
A. EIGRP queries will be the most significant issue with respect to stability and convergence
B. EIGRP queries are not a consideration as long as EIGRP has a feasible successor with a next hop AD that is greater
than the FD of the current successor route
C. EIGRP queries will only increase the convergence time when there are no EIGRP stubs designed in the network
D. EIGRP queries will be stuck-in-active if there are no EIGRP stubs
Correct Answer: A
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Question 324
Which unique characteristics of the Data Center Aggregation layer must be considered by an Enterprise Campus
designer?
A. Layer 3 routing between the Access and Aggregation layers facilitates the ability to span VLANs across multiple
access switches, which is a requirement for many server virtualization and clustering technologies
B. "East-west" server-to-server traffic can travel between aggregation modules by way of the core, but backup and
replication traffic typically remains within an aggregation module.
C. Load balancing, firewall services, and other network services are commonly integrated by the use of service modules
that are inserted in the aggregation switches.
D. Virtualization tools allow a cost effective approach for redundancy in the network design by using two or four VDCs
from the same physical switch.
Correct Answer: C

Question 325
Which two technologies that can be used to connect data centers over an IP network and provide layer 2 LAN extension?
A. IS-IS
B. VXLAN
C. TRILL
D. Fabric Path
E. OTV
Correct Answer: BE Section: (none)Explanation
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Explanation/Reference: Virtual Extensible LAN (VXLAN) is a proposed encapsulation protocol for running an overlay
network on existing Layer 3 infrastructure. An overlay network is a virtual network that is built on top of existing network
Layer 2 and Layer 3 technologies to support elastic compute architectures.
Internal Interfaces:
To perform OTV functionality, the edge device must receive the Layer 2 traffic for all VLANs that need to be extended to
remote locations. The Layer 2 interfaces, where the Layer 2 traffic is usually received, are named internal interfaces

nternal interfaces are regular Layer 2 interfaces
configured as access or trunk ports. Trunk configuration is typical given the need to concurrently extend more than one
VLAN across the overlay. There is no need to apply OTV-specific configuration to these interfaces. Also, typical Layer 2
functions (like local switching, spanning-tree operation, data plane learning, and flooding) are performed on the internal
interfaces. Figure 1-2 shows Layer 2 trunks that are considered internal interfaces which are usually deployed between the
edge devices also.
Overlay Transport Virtualization (OTV) on the Nexus 7000 is an industry-first technology that significantly simplifies
extending Layer 2 applications across distributed data centers. You can now deploy Data Center Interconnect (DCI)
between sites without changing or reconfiguring your existing network design.
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DCI/whitepaper/DCI3_OTV_Intro/ DCI_1.html
Question 326
Out of band management. What is the best practice Cisco design?
A. Data traffic should never pass or enter the management network
B. In-band management as backup
C. Enforce QoS
D. Enable dynamic routing
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/SAFE_RG/SAFE_rg/ chap9.html#wp1054521
An OOB management network should be deployed using the following best practices:
Provide network isolation
Enforce access control
Prevent data traffic from transiting the management network
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Question 327
Design QoS (traffic regulation mechanisms ? )(Choose Two)
A. Classification
B. Shaping
C. Policing
D. Queuing
Correct Answer: BC

Question 328
An organization is deploying a new load balancing environment to support sensitive applications. The security
requirements include discrete IP segments used for VIPs and for the application hosts. What load balancer mode meets the
requirements?
A. router
B. bridge
C. transparent
D. pass-through
Correct Answer: A

Question 329
Voice and video-conferencing applications that support multistreaming use which protocol?
A. TCP
B. RTP
C. Multipath TCP
D. SCTP
Correct Answer: D Section: (none) Explanation
Explanation/Reference:
SCTP : Stream Control Transmission Protocol
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp/configuration/12-4/iap-12-4- book/iap-sctp.html
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Question 330
Which command can you enter to inject BGP routes into an IGP?
A. redistribute bgp
B. redistribute static
C. redistribute static subnet
D. default-information originate
Correct Answer: A

Question 331
Which three authentication services are supported by Cisco NAC Appliance? (Choose three.)
A. RADIUS
B. LDAP
C. Kerberos
D. TACACS+
E. local
Correct Answer: ABC Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/security/nac/appliance/configuration_guide/47/cam/47cam-book/ m_auth.html
Working with Existing Backend Authentication Servers
When working with existing backend authentication servers, Cisco supports the following authentication protocol types:
Kerberos
RADIUS (Remote Authentication Dial-In User Service)
Windows NT (NTLM Auth Server)
LDAP (Lightweight Directory Access Protocol)"
Question 332
At a certain customer's site, a NAS is both physically and logically in the traffic path. The NAS identifies clients solely
based on their MAC addresses. In which access mode has this NAS been configured to operate?
A. Layer 2 mode
B. Layer 3 Edge mode
C. Layer 3 Central mode
D. Layer 3 In-Band mode
Correct Answer: A
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Question 333
DCI: simple extend layer 2 data center less than 4000 VLAN ? (Choose Two)
A. OTV
B. VXLAN
C. LISP
D. MPLS
E. L2TP
Correct Answer: AD Section: (none) Explanation Explanation/Reference:
MPLS using AToM or VPLS I guess.. VXLAN could do it but I think they would have not specified "<4000 vlans" if
they wanted us to answer that. In fact, we could even think of L2TPv3...
Even if it's really dirty, it's possible
(https://www.cisco.com/c/en/us/td/docs/ios/12_0s/feature/guide/l2tpv30s.html#wp1027175 "For L2TPv3, an Ethernet
subinterface configured to support VLAN switching may be bound to an Xconnect service so that all Ethernet traffic,
tagged with a VID specified on the subinterface, is tunneled to another PE.")

Question 334
When designing data centers for multitenancy, which two benefits are provided by the implementation of VSAN and
zoning? (choose two)
A. VSAN provides a means of restricting visibility and connectivity among devices connected to a zone
B. VSANs have their own set of services and address space, which prevents an issue in one VSAN from affecting others

C. Zones provide the ability to create many logical SAN fabrics on a single Cisco MDS 9100 family switch
D. VSANs and zones use separate fabrics
E. Zones allow an administrator to control which initiators can see which targets
Correct Answer: BE
Question 335
About DDOS attack .What you can do on device to block DDOS attack ?
A. Policy map
B. ACL
C. Control plane policy
D. Used zoned firewall on router
Correct Answer: C
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Question 336
Which of the following features might be used by the Enterprise Campus network designer as a means of route filtering?
A. IPv4 static routes
B. Route tagging using a route map in an ACL
C. Tagging routes using the BGP MED
D. EIGRP stub networks
Correct Answer: D
Question 337
Which three of these Metro service types map to E-Line (versus E-LAN) services that are defined by the Metro Ethernet
Forum (MEF)? (Choose three.)
A. Ethernet Private Line
B. Ethernet Wire Service
C. Ethernet Relay Service
D. Ethernet Multipoint Service
E. Ethernet Relay Multipoint Service
Correct Answer: ABC
Question 338
Which two WAN technologies support IEEE 802.1Q, site-to-site connectivity, and point-to- point connectivity between
two offices? (Choose two.)
A. Ethernet over MPLS
B. VPLS
C. Layer 3 MPLS
D. DSL
E. cable
Correct Answer: AB

ht
tp

Question 339
Which two of these correctly describe asymmetric routing and firewalls? (Choose two.)
A. only operational in routed mode
B. only operational in transparent mode
C. only eight interfaces can belong to an asymmetric routing group
D. operational in both failover and non-failover configurations
E. only operational when the firewall has been configured for failover
Correct Answer: CD

Question 340
Which option describes the effect of using softphones instead of VoIP handsets on QoS implementation for the voice
traffic?
A. It provides a Layer 2 CoS marking in the frames that can be used for QoS implementation.
B. Using softphones means that 802.1Q tagging must be configured between the PC and the switch
C. The voice traffic of softphones is mixed with data traffic of PC on the access VLAN
D. By using softphones, the implementation of a QoS depends only on trusting DSCP markings set by the PC.
Correct Answer: C
Question 341
Which of the following is most accurate with respect to designing high availability within the Enterprise Campus
network?
A. High availability at and between the Distribution and Access layers is as simple as redundant switches and redundant
Layer 3 connections
B. Non-deterministic traffic patterns require a highly available modular topology design

C. Distribution layer high availability design includes redundant switches and Layer 3 equal-cost load sharing connections
to the switched Access and routed Core layers, with a Layer 3 link between the distribution switches to support
summarization of routing information from the Distribution to the Core
D. Default gateway redundancy allows for the failure of a redundant Distribution switch without affecting endpoint
connectivity
Correct Answer: D
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Question 342
Which ISP technology can be implemented as a service when designing a topology to perform extranet connectivity via
multitenant segmentation from within a corporate intranet?
A. Cisco Easy VPN
B. GRE over IPsec
C. MPLS
D. VTI
E. VPNaaS
Correct Answer: C

Question 343
In a base e-Commerce module design, which routing statement is correct?
A. Routing is mostly static
B. Hardcoded IP addresses are used to support failover
C. Inbound servers use the CSM or ACE as the default gateway.
D. VLANs between the access layer switches are used for FHRP protocols.
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/ch07.html
"Base Design Routing Logic Routing in this e-commerce module design is mostly static, using VIP addresses to support
failover."
Question 344
What are the three configuration requirements for implementing Modular QoS on a router? (Choose three.)
A. CoS
B. class map
C. precedence
D. service policy
E. priority
F. policy map
Correct Answer: BDF
Question 345
Port Security supports which type of port?
A. IEEE 802.1Q tunnel port
B. Dynamic trunk
C. Port-channel
D. Routed port
Correct Answer: A
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Question 346
In a collapsed core design, which three benefits are provided by a second-generation Cisco MDS director? (Choose three.)
A. a higher fan-out ratio
B. fully redundant switches
C. 100 percent port efficiency
D. all ISLs contained within a single chassis
E. higher latency and throughput than a core-edge design switch
Correct Answer: BCD
Question 347
Given the addresses 10.10.16.0/24 and 10.10.23.0/24, which option is the best summary?
A. 10.10.0.0/16
B. 10.10.8.0/23
C. 10.10.16.0/23
D. 10.10.16.0/21
Correct Answer: D
Question 348

A customer has seven sites, three of which process a large amount of traffic among them. The customer plans to grow the
number of sites in the future. Which is the most appropriate design topology?
A. full mesh
B. peer-to-peer
C. partial mesh
D. hub and spoke
Correct Answer: D
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Question 349
With which technology can VSS be combined to achieve better performance?
A. MEC
B. NSF
C. BFD
D. UDLD
Correct Answer: B
Question 350
Refer to the exhibit.
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Which of the following two are advantages of Server virtualization using VMware vSphere? (Choose two)
A. Retains the one-to-one relationship between switch ports and functional servers
B. Enables the live migration of a virtual server from one physical server to another without disruption to users or loss of
services
C. The access layer of the network moves into the vSphere ESX servers, providing streamlined vSphere management
D. Provides management functions including the ability to run scripts and to install third- party agents for hardware
monitoring, backup, or systems management
E. New functional servers can be deployed with minimal physical changes on the network
Correct Answer: BC
Question 351
Which two of these correctly describe Fibre Channel? (Choose two.)
A. supports multiple protocols
B. works only in a shared or loop environment
C. allows addressing for up to 4 million nodes
D. allows addressing for up to 8 million nodes
E. provides a high speed transport for SCSI payloads
F. may stretch to a distance of up to 100 km before needing extenders
Correct Answer: AE Section: (none) Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/ch06.html
Fibre Channel includes these features:
Addressing for up to 16 million nodes
Loop (shared) and fabric (switched) transport options
Host speeds of 100 to 400 MBps, or an effective throughput of 1 to 4 Gbps on the fabric
Segment distances of up to 6 miles (10 km)

Support for multiple protocols"
Question 352
On which two types of links should routing protocol peerings be established according to best practice? (Choose two.)
A. distribution links
B. end user links
C. transit links
D. core links
Correct Answer: CD Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/HA_campus_DG/ hacampusdg.html#wp1107923
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Question 353
What are two benefits of migrating from a vPC design to FabricPath? (Choose two.)
A. infrastructure scalability
B. lower latency
C. ease of configuration
D. network stability
E. easy to manage
Correct Answer: AD
Question 354
Explain to a customer 2 advantages of the routing summarization.(Choose two)
A. small routing table
B. small upstream impact of a flapping interface
C. fast convergence
D. security
E. enhance view of the architecture
Correct Answer: AB

Question 355
Which VPN technology is tunnel-less
A. GET VPN
B. DMVPN
C. MPLS
D. IPsec VPN
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
GET VPN = Group Encrypted Transport VPN. It is tunnel-less and can support multicast traffic.
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Question 356
What is an advantage of using the vPC feature in a data center environment?
A. VSS is a requirement
B. Multiple instances of control plane are formed
C. The control plane and management plane remain separate
D. Cisco FabricPath technology does not have to be configured
Correct Answer: C
Question 357
Which L2 messaging protocol maintains VLAN configuration consistency?
A. VTP
B. STP
C. LACP
D. CDP
Correct Answer: A

Question 358
Which part of the Layer 3 header is used to identify a flow in NetFlow but it is not used for NBAR?
A. source port
B. ToS
C. protocol type
D. source IP
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
ToS = Type of Service

Question 359
In base e-Commerce module designs, where should firewall perimeters be placed?
A. core layer
B. Internet boundary
C. aggregation layer
D. aggregation and core layers
E. access and aggregation layers
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
"In the base design, the core layer supports the first stage of firewalls."
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Question 360
Which interface characteristic is used to calculate cost of an interface in OSPF?
A. Bandwidth
B. Latency
C. Load
D. Reliability
Correct Answer: A

Question 361
Which option is the primary reason to implement security in a multicast network?
A. maintain network operations
B. allow multicast to continue to function
C. optimize multicast utilization
D. ensure data streams are sent to the intended receivers
Correct Answer: D
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Question 362
An engineer chose to design an architecture where distribution switches are in VSS and are connected to access switches
using Multichassis Etherchannel. What is the resulting topology?
A. Looped
B. Ring
C. Hybrid
D. Star
Correct Answer: D Section: (none) Explanation
Explanation/Reference: What is multichassis EtherChannel?
A. Multichassis EtherChannel (MEC) is a Layer 2 multipathing technology. This form of EtherChannel allows a
connected node to terminate the EtherChannel across the two physical Cisco Catalyst 6500 Series Switches that make up
the VSS leading to creating simplified loop-free Layer 2 topology. Using MEC in VSS topology results in all links being
active and at the same time provides for a highly available topology without the dependency of Spanning Tree Protocol.
With the introduction of 12.2(33)SXI, the virtual switching system supports a maximum number of 512 MECs.
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http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6500-virtual-switching-system-1440/
prod_qas0900aecd806ed74b.html

Question 363
Which of the following should the Enterprise Campus network designer consider with respect to Video traffic?
A. While it is expected that the sum of all forms of video traffic will grow to over 90% by 2017, the Enterprise will be
spared this rapid adoption of video by consumers through a traditional top-down approach
B. Avoid bandwidth starvation due to video traffic by preventing and controlling the wide adoption of unsupported video
applications
C. Which traffic model is in use, the flow direction for the traffic streams between the application components, and the
traffic trends for each video application
D. Streaming video applications are sensitive to delay while interactive video applications, using TCP as the underlying
transport, are fairly tolerant of delay and jitter
Correct Answer: C
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Question 364
A network engineer has implemented a looped triangle switch block design. What element must be included in the
design?
A. first hop redundancy protocol
B. Layer 2 links between access switches
C. single uplinks between access and distribution switches
D. VLANs that span access switches
E. Layer 3 links between distribution switches
Correct Answer: A Section: (none)Explanation
Explanation/Reference: The table in Figure 6-1 contains the following column headings:
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Uplinks in blocking or standby state—Some access layer designs can use both uplinks (active-active), while others have
one link active and the other blocked on a per-VLAN basis by spanning tree, or completely unused in a backup mode
only. A plus is given to those models that have both uplinks active.
VLAN extension across the access layer—A plus is given to those access design models that permit a VLAN to be
extended to all access switches that are connected to a common aggregation module.
Service module black holing—An uplink failure on the access layer switch could break connectivity between the servers
and the service modules being used.
Single attached server black holing—If an access switch has a single uplink, it could be a large failure exposure point.
Uplinks that use Distributed EtherChannel can reduce the chances of black holing. Server load balancing to a VIP that
includes servers physically connected across multiple access switches is another technique that can be used, as well as
server NIC teaming.
Access switch density per aggregation module—When 10GE uplinks are used, port density at the aggregation layer can be
a challenge. Some access layer designs permit a larger number of access layer switches per aggregation module than
others.
Inter-switch link bandwidth scaling—Some access layer designs send all traffic towards the primary root aggregation
switch, while other designs send traffic towards both aggregation switches. When sending to both aggregation switches,
50 percent of the traffic typically passes over the inter-switch link to reach the active HSRP default gateway and active
service module pair. The amount of bandwidth used for the inter-switch links becomes very important in these designs
and can create scaling challenges.
http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DC_Infra2_5/DCInfra_6.html
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Question 365
Refer to the exhibit.

Which functionality must be enabled on router A to connect two networks for translating private addresses into "legal"
public addresses on a one-for-one basis?

A. PAT
B. NAT
C. VLAN
D. GARP
E. PPP
Correct Answer: B
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Question 366
Which statement about Fibre Channel communications is correct?
A. N_Port to N_Port connections use logical node connection points.
B. Flow control is only provided by QoS
C. It must be implemented in an arbitrated loop.
D. Communication methods are similar to those of an Ethernet bus.
Correct Answer: A Section: (none) Explanation
Explanation/Reference:
Fibre Channel supports a logical node connection point between node ports (N_ports). This is similar to TCP and UDP
sockets.
Question 367
Which technology guarantees loop free network and does not contain the state "listening"?
A. RPVST+
B. MEC
C. VSS
D. STP
Correct Answer: A

Question 368
Which three options are the three layers of the Cisco design in the data center architecture? (Choose three.)
A. core layer
B. distribution layer
C. service layer
D. aggregation layer
E. Layer 2 domain sizing
F. access layer
Correct Answer: ADF

Question 369
A customer requires resiliency and availability for applications hosted in the data center. What two technologies meet this
requirement? (Choose two.)
A. SLB
B. LTM
C. GLBP
D. GTM
E. HSRP
Correct Answer: CE
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Question 370
In which OSI layer does IS-IS operate?
A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
Correct Answer: B Section: (none) Explanation
Explanation/Reference:
Yeah, it can advertise layer 3 IPv4 & v6 routes but it operates at L2. (that's why Fabricpath is based on ISIS)
Question 371
Which mechanism is enabled by default in the OTV technology to conserve bandwidth?
A. Automatic unicast flooding is suppressed over the OTV link.
B. BPDUs are allowed to traverse the OTV link.
C. Control plane traffic is prevented from traversing the OTV link
D. Data plane traffic is prevented from traversing the OTV link.
Correct Answer: A
Question 372

Which first-hop redundancy protocol that was designed by Cisco allows packet load sharing among groups of redundant
routers?
A. GLBP
B. HSRP
C. VRRP
D. VSS
Correct Answer: A
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Question 373
HSRP. Router 1 (master) and Router 2 (standby), same priority. When router 1 f0/1 (outside interface) down. With which
tracking commands the Router 2 will be able to preempt ? (Choose Two)
A. Track 50
B. Track 50 decrement 20
C. ip tracking 50 interface f0/1 reachability
D. ip tracking 50 Interface f0/1 ip routing (or line protocol)
Correct Answer: BD
Question 374
What feature is a benefit of using Cisco UCS blade servers for data center virtualization?
A. guest VM high availability
B. converged LAN and SAN infrastructure
C. host based etherchannel
D. built-in hypervisor
Correct Answer: B

Question 375
With respect to address summarization, which of the following statements concerning IPv4 and IPv6 is true?
A. The potential size of the IPv6 address blocks suggests that address summarization favors IPv6 over IPv4.
B. Role based addressing using wildcard masks to match multiple subnets is suitable for IPv4, but unsuitable for IPv6.
C. In order to summarize, the number of subnets in the IPv4 address block should be a power of 2 while the number of
subnets in the IPv6 address block should be a power of 64.
D. WAN link addressing best supports summarization with a /31 subnet for IPv4 and a /126 for IPv6.
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
http://www.ciscopress.com/articles/article.asp?p=1763921
"For IPv6 access lists, the wildcard masks are not usually used. All source and destination addresses are notated in the
form of prefixes. Therefore, it is important that subnets that are to be grouped in an access list falling within a summarized
address range."
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Question 376
What WAN feature can prioritize real-time, IP-based applications when circuits may be saturated?
A. FRTS
B. LLQ
C. CBWFQ
D. WFQ
Correct Answer: B Section: (none) Explanation
Explanation/Reference:Low Latency Queueing feature brings the ability to specify low latency behavior for a traffic class
for both VIP and non-VIP platforms. Low Latency Queuing allows delay-sensitive data such as voice to be dequeued and
sent first (before packets in other queues are dequeued), giving delay-sensitive data preferential treatment over other
traffic. Low Latency Queuing also introduces transmission ring limit tuning.
Frame Relay Traffic Shaping (FRTS) Class-Based Weighted Fair Queueing (CBWFQ) Weighted Fair Queuing (WFQ)
Question 377
Which two features provide resiliency in a data center? (Choose two.)
A. Cisco FabricPath
B. VTP
C. encryption
D. vPC
E. VRF
Correct Answer: AD
Question 378
Refer to the exhibit.
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A customer requires a web application implementation, but the web server has communication only to the application
server and users, and the database server has communication only to the application server.
What firewall design is the best fit for this scenario?
A. transparent mode with the servers on the same subnet
B. routed mode with three security zones
C. parent mode with three security zones
D. routed mode with two security zones
Correct Answer: B
Question 379
What is an advantage of using the vPC feature in data center environment ?
A. All available uplinks bandwidth is used.
B. FHRP is not required
C. A single IP is used for management of both devices
D. The two switches form a single control plane
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
A virtual PortChannel (vPC) allows links that are physically connected to two different Cisco Nexus™ 5000 Series
devices to appear as a single PortChannel to a third device. The third device can be a Cisco Nexus 2000 Series Fabric
Extender or a switch, server, or any other networking device.
Question 380
Which three options are basic technical metrics that a good SLA includes? (Choose three.)
A. packet loss
B. devices
C. latency
D. clients
E. IP availability
F. distance
Correct Answer: ACE
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Question 381
What is the purpose of an OTV edge device?
A. connect to other data centers
B. connect to the access layer
C. connect to the end users
D. connect to mobile devices
Correct Answer: A Section: (none)Explanation
Explanation/Reference:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/DCI/whitepaper/DCI3_OTV_Intro/ DCI_1.html
Edge Device
The edge device (Figure 1-1) performs OTV functions: it receives the Layer 2 traffic for all VLANs that need to be
extended to remote locations and dynamically encapsulates the Ethernet frames into IP packets that are then sent across
the transport infrastructure. ... Finally, the OTV edge device can be positioned in different parts of the data center. "
Question 382
A network engineer must perform posture assessments on Cisco ASA remote access VPN clients and control their
network access based on the results. What mode is the Cisco best practice NAC deployment design for this situation?
A. Layer 2 in-band real IP gateway mode
B. Layer 2 out-of-band real IP gateway mode
C. Layer 3 in-band virtual gateway mode
D. Layer 3 out-of-band virtual gateway mode
Correct Answer: C Section: (none)Explanation
Explanation/Reference:

https://www.cisco.com/c/en/us/products/collateral/security/nac-appliance-clean-access/
product_data_sheet0900aecd802da1b5.html
Passing traffic mode
Virtual gateway (bridged mode)
Real IP gateway (routed mode)
Layer 2 (client is adjacent to the Cisco NAC Server)
Layer 3 (client is multiple hops from the Cisco NAC Server)
Traffic flow model
In-band (Cisco NAC Server is always in-line with user traffic)
Out-of-band (Cisco NAC Server is in-line only during authentication, posture assessment, and remediation)
Client access mode
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Question 383
Which option is a benefit of the vPC+ feature?
A. Cisco FabricPath is not required in the network domain.
B. This feature provides fault domain separation
C. Nonfabric devices, such as a server or a classic Ethernet switch, can be connected to two fabric switches that are
configured with vPC.
D. The control plane and management plane are combined into one logical plane.
Correct Answer: C
Question 384
What two sensor types exist in an IDS/IPS solution? (Choose two.)
A. host
B. anomaly based
C. policy based
D. network based
E. signature
Correct Answer: AD
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Question 385
Which two elements comprise the backbone area while designing a new network utilizing IS-IS as the interior gateway
protocol (choose two)
A. contiguous chain of Level 2 capable routers
B. contiguous chain of Level1/Level 2 capable routers
C. set of Level 2 configured interfaces
D. contiguous Level 1 capable routers
E. set of Level 1 configured interfaces
Correct Answer: AB Section: (none) Explanation
Explanation/Reference:
https://www.cisco.com/en/US/products/ps6599/products_white_paper09186a00800a3e6f.shtml
"Backbone IS-IS does not have a backbone area like the OSPF area 0. The IS-IS backbone is a contiguous collection of
Level 2-capable routers, each of which can be in a different area"
http://www.ciscopress.com/articles/article.asp?p=26850&seqNum=3
"In most designs with routing hierarchy, the Level 2 routers are also Level 1 routers by virtue of their identification with a
certain area. Therefore, in IS-IS, a router can function as Level 1-only or Level 2-only and possibly as both Level 1 and
Level 2 (Level 1-2). Level 1-2 routers act as border routers to their respective areas, providing connectivity to other areas.
The Level 2 backbone is essentially a virtual IS-IS area consisting of routers engaged in Level 2 routing"
Question 386
Which four options are network virtualization technologies that are employed in the data center? (Choose four.)
A. VLAN
B. VSAN
C. VRF
D. VRP
E. VLC
F. VPC
Correct Answer: ABCF
Question 387
What is the recommended radius of a cell for a voice-ready wireless network?
A. 6 dBm
B. 7 dBm
C. 19 dBm
D. 5 dBm
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E. -67 dBm
F. 86 dBm
Correct Answer: E Section: (none) Explanation
Explanation/Reference:
https://www.safaribooksonline.com/library/view/foundation-learning-guide/9780132652933/app03.html
Recommendations for VoWLAN deployment include the following: A cell radius of 67 dBm, with a separation of 19
dBm for cells on the same channel.
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Question 388
Which option does the FabricPath technology use to create loop-free Layer 2 networks?
A. STP
B. TTL
C. fabric tags
D. FSTP
Correct Answer: B Section: (none)Explanation
Explanation/Reference:
Well, the dump said "TTL" and I think that's not entirely true. TTL ends up a looping packet but the loop can still be
there. Fabric path uses IS-IS and the concept of "switch-ids" which could refer to "fabric tags"... There are also the FTag
(Forwarding Tag) which specifies which path the packet traverses... Not very clear.
If the Q was something like: "Which option does the FabricPath technology use to mitigate Layer 2loops?" I would have
answered TTL.
Loop prevention and mitigation is available in the data plane, helping ensure safe forwarding that cannot be matched by
any transparent bridging technology. Cisco FabricPath frames include a timeto-live (TTL) field similar to the one used in
IP, and a reverse-path forwarding (RPF) check is also applied.
http://www.cisco.com/c/dam/en/us/products/collateral/switches/nexus-7000-series-switches/ at_a_glance_c45-605626.pdf
The advantages of using FabricPath include:
MAC address scalability with conversational learning
Spanning Tree Protocol independence: No reliance on Spanning Tree anymore. Each switch has a complete view of the
Layer 2 topology, and it calculates the Layer 2 forwarding table based a shortestpath-first calculation.
Traffic distribution for unicast: Unicast Layer 2 traffic can take multiple equal-cost Layer 2 paths.
Traffic distribution for multicast on multiple distribution trees: Multicast traffic can be distributed along two
multidestination trees.
More direct communication paths: Any topology is possible, so cabling two access or edge switches directly to each other
creates a direct communication path, unlike what happens with Spanning Tree.
Simplicity of configuration: The configuration of FabricPath is very simple. Tuning may still be advised but by default the
switches negotiate switch-ids allocation with a protocol called Dynamic Resource Allocation Protocol (DRAP).
Loop mitigation with TTL in the frame field: Layer 2 loops, as they are known of today in Spanning-TreeProtocol-based
Layer 2 networks, are mitigated by dropping frames that have been propagated across too many hops. The Layer 2
FabricPath frames include a Time to Live (TTL) field that is decremented at each hop. The value of the TTL field is 32.
http://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/guide_c07690079.html
Question 389
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What is one limitation of MPLS Layer 3 VPN networks?
A. They require less powerful routers with limited capabilities
B. They require the customer to control routing
C. They support only IP traffic
D. PE routers are underutilized
Correct Answer: C

